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Context-aware Reputation in SOA and
Future Internet

Rehab Alnemr
rehab.alnemr@hpi.uni-potsdam.de

In this report | continue to elaborate different constructs of my work in order to reach
the final goal of designing and modeling context-aware reputation systems. Throughout
the report, | illustrate different goals and benefits of developing such systems.

1 Introduction

Reputation is used in our social communities as a tool of regulating society by the
mean of circulating evaluations. It has been also an important tool in computer science,
especially after the emergence of e-markets. In these markets, consumers get product
information from the auction sites as well as weblogs. Thus mobilizing and combining
the experience of many consumers. Currently, it became even more crucial with the
increased deployment of Service Oriented Architectures (SOA), Internet of Service
(loS), and recently cloud computing. In the near future, reputation will be a factor in
negotiating about computer resources in cloud computing. It plays even a bigger role
in mitigating risks, when the price involved is higher, and in conveying cooperation and
increasing trust among different entities in these systems.

Transferring the internet from a network of information to a network of knowledge
and services requires more complex and cognitive view on reputation. Existing repu-
tation based systems and models are not cognitive enough to reflect the real nature
of reputation notions. Understanding reputation concepts and constructs is essential
specially if we are dealing with humans and artificial intelligence agents. In my pre-
vious work [4] [5], | have introduced a context-aware reputation framework that en-
ables reputation portability between different virtual communities. The basic constructs
of this framework are: Reputation Object (holds the contexts to be evaluated along
with the corresponding values and their calculation models), Trust Reputation Centers
(reputation providers), and RRTM (categorization of reputation models to be used as
reference). Reputation in this framework addresses different contexts to be evaluated,
and is generic enough to be transfered among communities(platforms), which fits in the
SOA and cloud vision.

Later, | have introduced in [3] the use of Attention Allocation Points (AAPs) tech-
niques -used in economics- to address the problem of having an abundance of infor-
mation and solve it by pinpointing the most important information to the current trans-
action. The output pieces of information are used later to build reputation of entities
involved in the process. Thus, the process of "rating” is transformed into a process
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of "evaluation”. The building blocks to this evaluation process construct at the end a
new concept of Reputation-as-a-Service (RaaS). The relation between reputation and
quality is explored (in the same reference), since understanding reputation requires a
correct understanding of the notions of quality to enable the evaluation process. Un-
derstanding -and later measuring- Service Reputation requires distinguishing it from
other concepts. This distinction helps in differentiating what is being measured, which
is a critical factor in conguring Service Level Agreements (SLAs). This separation of
concepts helps also in evaluating quality processes along each phase of the service
life cycle, and among the different roles of service parties, e.g., service provider.

Following this line of work, | am working with the POSR [1] team in studying the
quality notions and processes to have the right information to build the RaaS and as-
sign Reputation Objects to services. In parallel, SLA is being investigated, since they
include performance measurement information needed in the evaluation process. For
allocating the right kind of information to be used in reputation evaluation, | am working
with a team in Frei University in Berlin, specialized in Complex Event Processing, to
allocate attention points. This is done by using their RuleResponder [8] project.

In the following section | start by introducing new definitions for quality notions and
service reputation along with the proposed model-driven approach to service reputa-
tion [2]. Section 3 illustrates our work in analyzing SLAs and introduces a new hybrid
approach for distributing trust in SLA choreography [6]. The work with Frei University
team [9] is introduced in Section 4. This is followed by the conclusion and next steps.

2 Model-driven approach to Service Reputation

This section elaborates on our study of the quality notions that was done to get the
right kind of information for the reputation evaluation process. The investigation re-
vealed several misconceptions and a diversity of terminologies usage. Moreover, it led
us to the fact that current approaches use limited sources to evaluate quality. There-
fore, we try to provide concrete denitions of Quality of Service (QoS), Quality of Results
(QoR), and Service Quality and to differentiate between them. Quality attributes asso-
ciated with these concepts vary from subjective to objective measures (depending on
the context in which the service used). The discussion in this section includes: the pro-
posed new meta-model, the combined sources for service’s quality assessment, and
the new definition of Service Reputation Object.

2.1 Quality notions in SOA

The requirements specified by the service consumer in the process of service selection
include both functional and non-functional features of the service. A critical require-
ment for service selection is quality, but assessing the quality of a certain service is
not straightforward. Gathering sufficient information for such assessment incorporates
determining what to ask for and from which source to get it. Using service description
provides information about functional features of the services, but this is not enough to
select a service.
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2 MODEL-DRIVEN APPROACH TO SERVICE REPUTATION

We propose an extensible meta-model that specifies the definitions, relations, and
differences between quality notions. In our approach, quality attributes of a specific ser-
vice are derived from the proposed meta-model by means of model-to-model transfor-
mation. A service call corresponds to a model-to-text transformation, where the values
of service quality attributes are specified. This is accomplished by using a combined
approach to collect the required information from different sources: users ratings, ser-
vice past interactions, user preferences and invocation analysis. Using these sources,
a Service Reputation Object is derived from the model for each service. The object
holds values of different quality attributes and represents a context-oriented reputa-
tion for a service. In the literature, reputation is considered as a quality attribute. In
our work, we view Service Reputation as an upper concept that encapsulates quality
notions not the other way around.

2.1.1 New Definitions

The terminologies associated with quality and reputation concepts lack unied denitions
in the literature, e.g.,QoS is sometimes confused with QoR, and there is no concrete
denition for the notion of Service Quality (SQ), yet. Our definitions are:

Quality of Results describes the extend of how the outputs of a service met or ex-
ceeded the service consumer’s expectations (degree of satisfaction), in terms of
results’ soundness, completeness, and correctness.

Service Quality describes the extend of how the service has been invoked in a con-
venient manner (from the service consumer’s point of view).

Quality of Service describes the general features that are used to evaluate service
efficiency in its context.

Reputation describes the notion of “profiling” an entity to evaluate the expectation of
its performance in several contexts.

2.1.2 Quality Attributes

The above denitions classify the attributes into three categories: general attributes (ap-
plicable to any service), domain based attributes (applicable to a specic domain only),
and service specic attributes (applicable to a single service only). Some approaches
categorize quality attributes as strict separation of general attributes, such as price and
delivery time, and domain based attributes (also called business related attributes),
such as how many days left for the flight in a travel service website. Others categorize
them as user-centeric (where quality attributes stem from user needs and preferences
only) and non-user-centric attributes. In our approach we describe the nature of the
attributes as dynamic (general or domain-based according to the context), subjective
(affected by several evaluation sources like user preferences, history, invocation analy-
sis), and service specific (applicable to a single service only)

In the quantification phase of service’s quality profiling, each attribute should be
defined in terms of: domain, value, measuring method, weight relative to domain,
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potential gain of rating , and temporal characteristic (decaying or increasing). Sev-
eral attributes are used in the study of quality of service and information quality, such
as: completeness, reliability, accuracy, accessibility, consistency, timeliness, availabil-
ity, relevancy, efficiency, usability, security, and trust.

2.2 A meta model to Service Reputation

A system model abstracts system’s specifications from any specific implementation
platform; which is referred to as Platform-Independent Model (PIM). Adjusting the ab-
stract model (PIM) to the chosen implementation platform to get a Platform-Specific
Model (PSM) is achieved through a set of model-to-model transformations. Finally,
software artifacts, e.g., code, reports, are generated from the PSM by means of model-
to-text transformations. Our model describes different quality attributes independently
of any environment or preference settings. This corresponds to the PIM in Software En-
gineering. To derive a more concrete service quality model which describes a specific
service in certain environments and settings and conforming to specific user prefer-
ences, we apply model-to-model transformation techniques. The result is a model that
corresponds to a PSM in Software Engineering. In the PSM of service quality, service’s
specific domain attributes are considered and dynamically categorized according to the
PIM. Eventually, we apply model-to-text transformation techniques to the PIM to get the
software artifacts for the considered service. In our approach, the resulting software
artifacts are concrete values for the service quality attributes of the considered service.
Our proposed meta-model to the quality notions associated with a service is depicted

«metaclass»
QoS

«metaclass» «metaclass»
sQ QoR

Figure 1: A Meta-model for quality notions in SOC

in Figure 1. In this model, we present a classification of quality attributes in three dif-
ferent abstract categories, which are QoS, SQ, and QoR. Moreover, we emphasize the
generalization-specification relationship between QoS from one side, and SQ and QoR
from the other side. This classification is based on the quality attributes used to assess
a service call. General quality attributes fall under the QoS category, domain based
quality attributes fall under the QoR category, and service-specific quality attributes un-
der the SQ category. Extensibility is one of the main features of our proposed model.
Quality attributes are not limited to a predefined set of attributes, but rather a service
consumer can adapt the model to his own definition of quality by adding more quality
attributes that are, in most cases, domain-specific and require domain experts.

The model has a dynamic feature, which is reflected in the dynamic categorization
of quality attributes (generic, domain based, and service specific). In one application,
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2 MODEL-DRIVEN APPROACH TO SERVICE REPUTATION

cost can be considered as a QoR attribute, but when it comes to cost vs. purpose, it
falls in the SQ category. Figure 2 depicts our approach through an example.
{fcost: uniimited %
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Figure 2: Model-to-model and model-to-text transformations

2.3 Discussion: From Quality Attributes to Service Reputation

In this section, we discuss specific aspects of our approach; namely: evaluation sources,
invocation analysis and Service Reputation Object. One of the uses of our work is to
enhance service selection by investigating its reputation. This is done by providing
enough information about several quality aspects of a service (profiling) to be able to
select the most appropriate service. Previous work in the field use only one or two of
the following evaluation sources:

1. feedback from users: ratings per service are aggregated as a reputation value.
2. service history: some or all of the service past interactions.

3. service provider’s reputation: service reputation is a direct inheritance from the
service provider’s reputation.

4. advertisement: the service provider advertise his services himself.

In our approach we combine several sources to get a full service profile, so that we
construct service reputation objects. Instead of using binary reports from service con-
sumers, we use a feedback report detailing the rating of each quality attributes involved
in the process in the light of service’s configurations and user’s preferences. Invocation
analysis is introduced as an automatic source of information to enrich the process of
deriving service quality.
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2.3.1 Service Reputation Object

Our approach led us to conclude a new reputation concept for a service. Giving a
service a reputation value is not a novel idea, some researchers already addressed
this idea, but most of them either collects binary reports from users and aggregate the
result in a single rating value or they use only the service provider’s reputation, which is
again a single value. Being a single value, reputation is usually thought of as a quality
attribute. In our work, we do not only consider reputation as an object, but we also
consider Service Reputation as an upper concept that encapsulates quality notions
not the other way around. Referring to reputation definition in Section 2.1.1, profiling
an entity describes recording its behavior and analyzing its characteristics in order to
predict or assess its ability in a certain sphere or to identify a certain pattern. These
characteristics are various quality attributes that are tested and calculated per service
call creating at the end a list of values that are used to construct a service profile.
Hence, we redefine service reputation as:

e Service Reputation: describes the notion of profiling a single service by collect-
ing its performance information using different quality attributes to construct the
service profile.

e Service Reputation Object: is an object that holds service reputation information,
and consists of a set of collective values calculated by functions that depend on
the nature of the corresponding quality attribute, aggregated from several service
calls.

A Service Reputation Object (SRO), which has detailed values of quality attributes, can
be visualized by addressing Figure 3. A single quality attribute semantic description is
formalized as: QA; € {QA,,...,QA,}, an algorithm used to calculate one or more qual-
ity attribute is Alg, € {Alg,...,Alg,}, a single service call is SC; € {SC4,...,5C,,}.
The functions used to calculate the quality value are not necessarily aggregation or
averaging. Moreover, it does not have to be the same function used to compute
the elements of the array, can be different for each attribute; according to its na-
ture, i.e., average, maximum, multiplication, etc. , where F,, € {F,...,F,}. The
final calculated value for a single attribute from all the service calls is CalcValue; €
{CalcValuey,. . .,CalcValue,}.

QA Algorithm, Galile £l )
" alcValue,=F,(Value,
Qa, Algasiihm, CalcValue,_F,(Value,)
QA Algorithm,
3 CalcValue,_F;(Value,)
SRO= :
. CalcValue,_F,(Value,)
QA, Algorithm,

Figure 3: Constructing Service Reputation Object by analyzing quality notions
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3 DISTRIBUTED TRUST MANAGEMENT FOR VALIDATING SLA
CHOREOGRAPHIES

3 Distributed Trust Management for Validating SLA
Choreographies

For business workflow automation in a service-enriched environment services scat-
tered across heterogeneous Virtual Organisations (VOs) can be aggregated in a pro-
ducer -consumer manner, building hierarchical structures of added value. To preserve
the supply chain, the Service Level Agreements (SLAs) corresponding to the underly-
ing choreography of services should also be incrementally aggregated. This cross-VO
hierarchical SLA aggregation requires validation, for which a distributed trust system
becomes a prerequisite.

This section elaborates on the proposed hybrid approach of using reputation sys-
tems and PKls to distribute trust in SOA, and to identify violation-prone services at
service selection stage. It also actively contributes in breach management at the time
of penalty enforcement. This work is part of the phase which aims to use SLAs to
get quality information that leads later to constructing the reputation service. The hy-
brid distributed trust system enable previously introduced rule-based runtime validation
framework for hierarchical SLA aggregations. The discussion includes: the justification
and significance of a hybrid trust model for the validation of hierarchical SLA aggrega-
tions, and the conceptual elements of our hybrid PKI and reputation based trust model.

3.1 A Framework for Validation of Hierarchical SLA Aggregations

A Service Level Agreement (SLA) is a formally negotiated contract between a service
provider and a service consumer to ensure the expected level of a service. In a service
enriched environment such as Grid, cooperating workflows may result into a service
choreography spun across several Virtual Organisations and involving many business
partners. Service Level Agreements are made between services at various points of
the service choreography. Service choreography is usually distributed across several
Virtual Organizations and under various administrative domains. The complete ag-
gregation information of the SLAs below a certain level in the chain is known only by
the corresponding service provider and only a filtered part is exposed up towards the
immediate consumer. This is the reason why during the validation process, the com-
posed SLAs are required to be decomposed in an incremental manner down towards
the supply chain of services and get validated in their corresponding service providers’s
domain. A validation framework for the composed SLAs, therefore, faces many design
constraints and challenges: a trade-off between privacy and trust, distributed query
processing, and automation to name the most essential ones.

In our proposed model, the privacy concerns of the partners are ensured by the
SLA View model [7], whereas the requirements of trust and security can be addressed
through a reputation-based trust system built upon a distributed PKI (Public Key Infras-
tructure) based security system. Additionally, we use Rule Responder [8] to weave
the outer shell of the validation system by providing the required infrastructure for the
automation of role description of partners as well as steering and redirection of the dis-
tributed validation queries. Every service provider is limited only to its own view. The
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whole SLA Choreography is seen as an integration of several SLA Views.(details found
in [7]). SLA-views can be implemented by using Rule Responder architecture.

Rule Responder adopts the approach of multi agent systems. There are three kinds
of agents, namely: Organisational Agents (OA), Personal Agents (PA), and External
Agents (EA). An EA is an entity that invokes the system from outside. A virtual orga-
nization is represented by an OA, which is the main point of entry for communication
with the "outer” world. A PA corresponds to the SLA View of a service provider. Each
individual agent is described by its syntactic resources of personal information, the
semantic descriptions that annotate the information resources with metadata and de-
scribe the meaning with precise business vocabularies (ontologies) and a pragmatic
behavioral decision layer to react autonomously. The flow of information is from exter-
nal to organizational to personal Agent.

During service choreography, services may form temporary composition with other
services, scattered across different VOs. The question of whose parent VO acts as the
root CA in this case is solved by including third party trust manager like the case for
dynamic ad hoc networks. In case of SLA violation, in addition to enforcing penalty, the
affected party is likely to keep a note of the violating service in order to avoid it in future.
Moreover, a fair business environment demands even more and the future consumers
of the failing service also have a right to know about its past performance. Reputation-
based trust systems are widely used to maintain the reputation of different business
players and to ensure this kind of knowledge. Our hybrid trust model based on PKI and
reputation- based trust systems to harvest advantages from both techniques. The main
points of the model are first, the PKI based trust model has a third party trust manager
that will act as a root CA and authenticate member VOs. These VOs are themselves
CAs as they can further authenticate their containing services. Second, Selection of
services at the the pre-SLA stage is done by using reputation to prevent SLA violation.
Services reputation are updated after each SLA validation. third, While the trust model
promises trust and security, the SLA views protect privacy.

3.2 Single Sign-On and Reputation Centers

In the proposed model, a third party acts as a root CA and authenticates member VOs.
These VOs are themselves CAs as they can further authenticate their containing ser-
vices. Each member is given a certificate. With Single Sign-On, the user does not
have to bother to sign in again and again in order to traverse along the chain of trusted
partners (VOs and services). This can be achieved by the Cross-CA Hierarchical Trust
Model where the root CA provides certificates to its subordinate CAs and these subor-
dinates can further issue certificates to other CAs (subordinates), services or users.

In our previous work [4], the Trust Reputation Center (TRC) acts as a trusted third
party. As depicted in figure 4, this reputation-based trust model has direct correspon-
dence with Rule Responder’s agents and their mutual communication. The PAs consult
OAs and OAs in return consult the TRC which is equivalent to the third party CA in PKI
based system.
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4 TOWARDS SEMANTIC EVENT-DRIVEN SYSTEMS

Third Party TRC
Root CA

CA-VO1 CA-vO2 CA-VO3<4— 0OA1 0A2 OA3

a1l b1 a2 b2 a3 b3

Figure 4: Correspondence bet.: PKI, reputation based systems, and Rule Responder
architecture

3.3 Proposed Trust Management Model

The processes involved in our model are:

e Validation of complete SLA aggregation: to do this the validation query is required
to traverse through all the SLA views lying across heterogeneous administrative
domains and get validated locally at each SLA view. The multi-agent architecture
of Rule Responder provides communication middle-ware to the distributed stake-
holders namely the client, the VOs, and various service providers.

e Use of reputation in the selection phase: reputation transfer is required at two
stages: at service selection stage and at penalty enforcement stage. In the pro-
cess of service selection, the reputation transfer helps to select the least violation-
prone services, taking into account proactive measures to avoid SLA violations.
Out of all the available services, the client first filters the best services complying
its "happiness criteria”. Then the client compares the credentials from reputation
objects of the services. The reputation object is traced . Then the client can se-
lect the best service in accordance to its already devised criteria. We assume
that out of redundant services which fulfil client’s requirements, the service with
the highest reputation is selected.

e Use of PKI and reputation in breach management: this hybrid Trust is used in the
breach management after an occurrence of SLA violation. [7]

Refer to [6] to find more details on the use case scenario and about this paper.

4 Towards Semantic Event-Driven Systems

This section elaborates on the work of allocating the right kind of information to be
used in reputation evaluation, using Complex Event Processing (CEP) techniques and
semantic web technologies. The discussion in this section includes: description of a
new conceptual proposal for a semantic event-driven Internet, and contribution with
an architectural design artefact consisting of two essential levels of enhancements. A
common denominator is the use of Semantic Web technologies on each level, i.e.,

Fall 2009 Workshop 1-9



Context-aware Reputation in SOA and Future Internet

for processing data (tied to events) and for semantically formalizing attention alloca-
tion points which are applied on the detected and predicted situation instances via a
semantic match making process (ontology and rule-based constraint inference logic).
Here, we introduce our work-in-progress on semantic, proactive, quality assured, event-
driven information processing approach towards the vision of a semantic event-driven
systems, which comprises tow levels of proposed enhancements:

1. Semantic Complex Event Processing (SCEP), which is the combination of CEP
and and Semantic Web technologies, to achieve better machine understandability
of (event) data and highly automated real-time processing of large and heteroge-
nous event sources

2. Semantic quality, trust and reputation assessment of the produced information to
support precise information dissemination and focused user attention allocation

we are currently working on grounded integration of the two layers and on the im-
plementation and evaluation of the approach with industrial relevant use cases.

4.1 Semantic Complex Event Processing

Real-world occurrences can be defined as events that are happening over space and
time. An event instance is an concrete semantic object containing data describing
the event. An event pattern is a template that matches certain sets of events. One
of the critical success factors of event-driven systems is the capability of detecting
complex events from simple event notifications. The promises of the combination of
event processing and semantic technologies, such as rules and ontologies, which leads
to semantic event processing (SCEP), are that the event processing rule engines can
understand what is happening in terms of events and (process) states and that they
will know what reactions and processes they can invoke and what events it can signal.

Semantic (meta) models of events can improve the quality of event processing by
using event metadata in combination with ontologies and rules (knowledge bases).
Event knowledge bases can represent complex event data models which link to existing
semantic domain knowledge such as domain vocabularies / ontologies and existing
domain data. Semantic inference is used to infer relations between events such as e.g.
transitivity or equality between event types and their properties. Temporal and spatial
reasoning on events can be done based on their data properties, e.g. a time ontology
describing temporal quantities.

In our semantic event model an event instance is a set of RDF triples and an event
pattern is a graph pattern. More complex events are formed by combining smaller
patterns in various ways. A complex conjunctive event filter is a complex graph pattern
of the RDF graph. A map of the attribute/value pairs to a set of RDF triples (RDF
graph) can be used as event instance. The interesting part of this event data model is
the linking of the existing knowledge (non-event concepts) to the event instances, for
example the name of the stock which the event is about is not identified by a simply
string name, but by an URI which links to the semantic knowledge about the stock. This
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4 TOWARDS SEMANTIC EVENT-DRIVEN SYSTEMS

Semantic CEP Engine API Management API

Raw Simple
Events Semantic CEP Engine

State Processor  Rule Engine Query Processor

Event-based Integrating Middleware (Bus)

Triple Store Adaptor

Complex
Events

Figure 5: Architecture of Semantic Complex Event Processor

knowledge can be used later for the processing of events, e.g. in the condition part of
a Event-Condition-Action (ECA) reaction rule.

Figure 5 shows our architectural vision for semantic complex event processing. It
combines a knowledge base which includes ontologies and rules, and an incoming
event stream which comes from event producers, e.g. sensors or event adapters. The
system has to combine static and real-time knowledge references and generate new
knowledge. Having such a semantic event pattern/filter makes it possible to detect
complex event which is derived from the already happened events in combination with
the knowledge of the processing system. In the first step the raw-level events are
classified and mapped to a secondary level of events. The sequence and syntactic
checks are also processed in this step. Next step, the SCEP engine processes the
events more expressively based on their semantic relationships to other events and
other none-event concepts existing in the knowledge-base. The knowledge-based can
be seen as TBox (assertions on concepts) and the event object stream as ABox (as-
sertions on individuals)

4.2 Proposed Approach through Stock Market Use Case

Semantic event-driven systems can have different use cases in different fileds such as
e-health, business activity monitoring, fraud detection, logistics and cargo, etc . In this
example, a broker-agent in the financial stock market (who studies price movements,
and patterns), has to take the decision whether to buy Company _XY stocks for his cus-
tomers. Several factors contribute to his decision: recent trends seen in the market
movements, events detected in the company itself, and the reputation of the sources
from which the broker gets his intelligence. We assume that the broker has information
from two sources: source 1 has high reputation in the real-estate market movements
while source 2 has high reputation in commodity stocks. Attention to these two par-
ticular markets can form the final decision. Next step is to formalize this info into a
correspondent complex event. During this process, a new intel appears: the elimina-
tion of several agricultural lands to be converted into construction areas due to change
of political administration in the city. This new intel is entered as a new event in the
process, with the source reputation and his area of expertise. Then, the trend mining
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engine process information about trends in the political section to get the possibility of
another change in the administration.

5 Conclusion and Future work

Correct understanding and later modeling of reputation concept helps to: enhance the
e-market dynamics to reflect real-life cognitive models of interactions, connect reputa-
tion models to other elements in the architecture (eg.agent memory), base the decision
making process on correct and context-related parameters, and construct SLAs in e-
contracts that are: context related, customized, and realistic. | will continue working
on the three previously mentioned parts of my vision in parallel by cooperating with
different teams.
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Software engineers constantly deal with problems of designing, analyzing, and
improving process specifications, e.g., source code, service compositions, or process
models. Process specifications are abstractions of behavior observed or intended to
be implemented in reality which result from creative engineering practice. Usually,
process specifications are formalized as directed graphs, where edges capture temporal
relations between decisions, synchronization points, and work activities. Every process
specification is a compromise between two points: On the one hand engineers strive to
operate with less modeling constructs which conceal irrelevant details, while on the other
hand the details are required to achieve the desired level of customization for envisioned
process scenarios. In our research, we approach the problem of varying abstraction
levels of process specifications. Formally, developed abstraction mechanisms exploit
the structure of a process specification and allow the generalization of low-level details
into concepts of a higher abstraction level. The reverse procedure can be addressed as
process specialization.

Keywords: Process abstraction, process structure, process modeling

1 Introduction

Process specifications represent exponential amounts of process execution scenarios
with linear numbers of modeling constructs, e.g., service compositions and business
process models. Nevertheless, real world process specifications cannot be grasped
quickly by software engineers due to their size and sophisticated structures making
a demand for techniques to deal with the complexity. The research topic of process
abstraction emerged from a joint research project with a health insurance company.
Operational processes of the company are captured in about 4 000 EPCs. The company
faced the problem of information overload in the process specifications when employing
the models in use cases other than process execution, e.g., process analysis by man-
agement. To reduce the modeling effort, the company requested to develop automated
mechanisms to derive abstract, i.e., simplified, process specifications from the existing
ones. The research results derived during the project are summarized in [6].
Abstraction is the result of the generalization or elimination of properties in an entity
or a phenomenon in order to reduce it to a set of essential characteristics. Information
loss is the fundamental property of abstraction and is its intended outcome. When
working with process specifications, engineers operate with abstractions of real world
concepts. In our research, we develop mechanisms to perform abstractions of formal
process specifications. The challenge lies in identifying what the units of process
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logic suitable for abstraction are and then afterwards performing the abstraction. Once
abstraction artifacts are identified, they can be eliminated or replaced by concepts of
higher abstraction levels which conceal, but also represent, abstracted detailed process
behavior. Finally, individual abstractions must be controlled in order to achieve an
abstraction goal—a process specification that suits the needs of a use case.

Figure 1 shows an example of two process specifications (given as BPMN process
models) which are in the abstraction relation. The model at the top of the figure is the
abstract version of the model at the bottom. Abstract tasks are highlighted with a grey
background; the corresponding concealed fragments are enclosed within the regions
with a dashed borderline. The fragments have structures that result in an abstract
process which captures the core process behavior of the detailed one. The abstract
process has dedicated routing and work activity modeling constructs and conceals
detailed behavior descriptions, i.e., each abstracted fragment is composed of several
work activities. The research challenge lies in proposing mechanisms which allow
examining every process fragment prior to performing abstraction and suggesting
mechanisms which coordinate individual abstractions, i.e., assign higher priority to
abstracting certain fragments rather than the others.

The rest of the paper is organized as follows: The next section presents the
connectivity-based framework designed to approach the discovery of process frag-
ments suitable for abstraction. Sect. 3 discusses issues relevant to the control of
process abstraction. Sect. 4 discusses a technique which aids validation of process
correctness and is found on ideas from Sect. 2. The paper closes with conclusions
which summarize our findings and ideas on next research steps.

2 Discovery of Process Fragments

A necessary part of a solution for process abstraction are the mechanisms for the
discovery of process fragments, i.e., parts of process logic suitable for abstraction. The
chances of making a correct decision on which part of a process specification to abstract
from can only be maximized if all the potential candidates for conducting an abstraction
are considered. To achieve this completeness, we employ the connectivity property of
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process graphs—directed graphs used to capture process specifications.

Connectivity is a property of a graph. A graph is k-connected if there exists no set of
k—1 elements, each a vertex or an edge, whose removal makes the graph disconnected,
i.e., there is no path between some pair of elements in a graph. Such a set is called
a separating (k — 1)-set. 1-, 2-, and 3-connected graphs are referred to as connected,
biconnected, and triconnected, respectively. Each separating set of a process graph can
be addressed as a set of boundary elements of a process fragment, where a boundary
element is incident with elements inside and outside the fragment and connects the
fragment to the main flow of the process. Let m be a parameter, the discovery of all
separating m-sets (graph decomposition) of the process graph leads to the discovery of
all process fragments with m boundary elements—potential abstraction candidates.

In general, one can speak about (n, e)-connectivity of process graphs. A graph is
(n, e)-connected if there exists no set of n nodes and there exists no set of e edges,
whose removal makes the graph disconnected. Observe, an (n, ¢)-connected graph is
(n+e+1)-connected. A lot of research was carried out by the compiler theory community
to gain value from the triconnected decomposition of process specifications, i.e., the dis-
covery of triconnected fragments in process graphs. The decompositions which proved
useful were (2, 0)-decomposition, or the tree of the triconnected components, cf., [9], and
(0,2)-decomposition, cf., [2]. Triconnected process graph fragments form hierarchies
of single-entry-single-exit (SESE) fragments and are used for process analysis, pro-
cess comparison, process comprehension, etc. For these decompositions, linear-time
complexity algorithms exist [1,3]. Recently, these techniques were introduced to the
business process management community [10, 11]. We employed triconnected process
graph fragments to propose mechanisms of process abstraction [7, 8]; we discover and
generalize the triconnected process fragments to tasks of a higher abstraction level.

Figure 2: Process graph, its SESE fragments

Figure 2 shows an example of a process graph. Routing decisions and syn-
chronization points can be distinguished by the degree of the corresponding ver-
tex, i.e., the number of incident edges, and orientation of the incident edges,
i.e., incoming or outgoing. Process starts (ends) have no incoming (outgoing)
edges. Moreover, Figure 2 visualizes the triconnected fragments of the graph (SESE
fragments). Each triconnected fragment is enclosed in the region and is formed by
edges inside or intersecting the region. Fragments enclosed by regions with dotted bor-
derlines can be discovered after performing (0, 2)-decomposition of the process graph,
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Figure 3: (a) Abstract process graph, (b) (3,0)-connected fragment abstraction

whereas regions with dashed borderlines define fragments additionally discovered by
(2,0)-decomposition. Observe that trivial fragments composed of a single vertex of the
process graph are not visualized.

The abstract process graph, obtained from the graph shown in Figure 2, is given
in Figure 3(a). The abstraction is performed following the principles from [8], i.e., by
aggregating the triconnected fragments into concepts of a higher abstraction level. The
graph from Figure 3(a) has a single separating pair B, S. Next abstractions of the
triconnected fragments of the graph will result in aggregation of either the unstructured
fragment composed of nodes {C, ..., R} \ {E, L, P}, or the fragment with entry node B
and exit node S.

In order to increase the granularity of process frag-
ments that are used to perform abstractions in [10, 11],
one can start looking for multiple-entries-multiple-exits
(MEME) fragments within the triconnected fragments.
Figure 4 visualizes a connectivity-based process graph
decomposition framework, i.e., the scheme for process
fragment discovery. In the figure, each dot represents
a connectivity property of the process graph (process
fragment) subject to decomposition, e.g., (0,0) means
that the graph is connected if no nodes and no edges Figure 4: Connectivity-based
are removed. Edges in the figure hint at which decom- process graph decomposition
position can be performed for a graph with a certain  framework
connectivity level. For instance, one can decompose a
(0,0)-connected graph by looking for single nodes or edges which make it disconnected.
Similarly, the triconnected graphs can be decomposed into (3,0)-, (2,1)-, (1,2)-, or
(0, 3)-connected fragments. In general, an (n,e)-connected process graph (process
fragment) can be (n + 1,¢)- or (n,e 4+ 1)-decomposed. Observe that in this way highly
connected process fragments get gradually decomposed.

An (n,e)-decomposition (n + e > 3) allows to decompose unstructured process
graphs into MEME fragments with n + e entries and exits. A process graph in Figure 3(b)
is obtained by abstracting a (3,0)-connected fragment defined by a separating set
{F,G,S} (F and G are the entries and S the exit of the fragment, highlighted with grey
background). For reasonable n + e combinations, it is possible to perform decomposition
in low polynomial-time complexity. For example, the (3,0)-decomposition of a (2,0)-
connected graph can be accomplished by removing a vertex from the graph and then
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running the triconnected decomposition [1]. Each discovered separation pair together
with the removed vertex form a separating triple of a 4-connected fragment. The
procedure should be repeated for each vertex of the original graph. Hence, a square-
time complexity decomposition procedure is obtained. Following the described rationale,
one can accomplish (k, 0)-decomposition in O(n*~1) time.

By following the principles of the connectivity-based decomposition framework, we
not only discover process fragments used to perform process abstraction, but also
learn their structural characteristics. Structural information is useful at other stages of
abstraction, e.g., when introducing control over abstraction. Initial work on classifying
and checking the correctness of process specifications based on discovered process
fragments was accomplished in [4].

3 Abstraction Control

The task of adjusting the abstraction level of process specifications requires intensive
intellectual work and in most cases can only be accomplished by process analysts
manually. However, for certain use cases it is possible to derive automated or to support
semi-automated abstraction control mechanisms. The task of abstraction control lies
in telling significant process elements from insignificant ones and to abstract the latter.
In [6], work activities are classified as insignificant if they are rarely observed during
process execution. We were able to establish the abstraction control as investigated
processes were annotated with information on the average time required to execute work
activities. Process fragments which contain insignificant work activities get abstracted.
Hence, we actually deal with the significance of fragments which represent detailed
work specifications.

Significant and insignificant process fragments can be distinguished once a technique
for fragment comparison is in place, i.e., a partial order relation is defined for the process
fragments. The average time required to execute work activities in the process provides
an opportunity to derive a partial order relation, i.e., fragments which require less
time are considered insignificant. Other examples of criteria and the corresponding
abstraction use cases are discussed in [5].

Once an abstraction criterion, e.g., the average execution time of work activities, is
accepted for abstraction, one can identify a minimal and a maximal value of the criterion
for a given process specification. In our example, the minimal value corresponds to the
most rarely observed work activity of the process and the maximal value corresponds to
the average execution time of the whole process. By specifying a criterion value from the
interval, one identifies insignificant process fragments—those that contain work activities
for which the criterion value is lower than the specified value. Afterwards, insignificant
fragments get abstracted. In [5], we proposed an abstraction slider as a mechanism to
control abstraction. An abstraction slider is an object that can be described by a slider
interval defined by a minimal and a maximal allowed value for an abstraction criterion
value, has a state—a value which defines the desired abstraction level of a process
specification, and exposes behavior—an operation which changes its state.
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4 Correctness of Process Specifications

Process specifications define allowed process execution scenarios. As a result of
creative modeling practices, models can contain errors, e.g., have scenarios with
improper termination or contain activities that can never become enabled and, hence,
executed. The basic correctness criterion for process specifications, originally defined
for WF-nets, is behavioral soundness. In a sound process, for each activity from a
specification there exists an execution scenario (a process instance) which contains
this activity. Moreover, one can uniquely recognize the events of starting and finalizing
a process instance. SESE fragments have proven useful when decomposing the task
of analyzing behavioral correctness of process specifications. For instance, if a SESE
fragment of a process specification was shown to be sound, in the context of overall
model correctness it can be addressed as a single edge passing control flow from its
entry to its exit [4,10].
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Figure 5: (2,0)-decomposition of the process specification (BPMN notation)

The connectivity property of process graphs, in particular (2,0)- and (0,2)-
decompositions of process specifications, are extensively studied in literature for the
purpose of SESE fragments discovery [2,7,9, 11]. However, these techniques cannot
be applied to an arbitrary structural class of process specifications in a straight-forward
manner. Figure 5 shows the (2, 0)-decomposition of a process specification. Observe
that not all (2, 0)-fragments form SESE fragments, the ones enclosed into the regions
with a dashed borderline do not have a dedicated entry and/or exit nodes, whereas
fragments enclosed in the regions with a dotted borderline are SESE fragments. The
primary reason for this is that the process specification contains “mixed” gateways, i.e.,
control flow routing nodes with multiple incoming and multiple outgoing edges. Despite
the fact that the process from Figure 5 appears to be block structured it can expose
complex execution scenarios with control flow entering and leaving structured block
patterns through both gateways which mark the block. In [4], we show that such complex
behavior can be localized by examining structural patterns in “hidden” unstructured
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regions of control flow. As an outcome, the correctness of the behavior of process
specifications within these regions can be validated in linear time.

Figure 6 provides an alternative view on (2,0)- 51
decomposition of the process specification from Figure 5. F31
Here, each node represents a (2,0)-fragment and edges P
hint at containment relation of fragments. For instance, (820 1S3
fragment P1 is contained in fragment S1, and contains o :\5‘2‘; \p3
fragments S2 and S3. Observe that one obtains a tree “ST4 :,ééz}' :.-\;é-.z sg/\ém
structure and that fragment names hint at their structural R
class, e.g., S for sequence, P for parallel block (struc- 7L2\
turally, but not semantically), and L for loops, cf., [4]. 87 ::88

In the process specification from Figure 5, fragments
S5, L1, L2, and P2 are non-SESE fragments, the corre- Figure 6: The tree of the
sponding fragment nodes are highlighted with dark grey triconnected components of
background in Figure 6. Together with fragments that are  the process from Figure 5
represented by adjacent nodes in Figure 6 the control flow region constitutes a SESE
fragment of hidden complex behavior with entry and exit nodes of fragment S2. The
region is highlighted with grey background in Figure 6.

In [4], we observe that process behavior within above descried regions is determined
by loop fragments, i.e., by fragments L1 and L2 in the running example. A (2, 0)-fragment
is a non-SESE fragment if and only if it has a boundary node that is a mixed gateway
which has at least one incoming and at least one outgoing edge both among internal
and external fragment edges. Moreover, a non-SESE fragment is either a loop fragment,
or it shares a boundary node with a loop fragment. In the class of free-choice process
specifications, the boundary nodes of a loop fragment cannot introduce concurrency to
the process instance of a sound process specification. Hence, the boundary nodes of
L1 and L2 fragments in process specification from Figure 5 must implement exclusive-
or semantics. Furthermore, as loops share boundary nodes with other non-SESE
fragments they imply behavioral constraints on all (2, 0)-fragments of the region. For
further information, cf., [4].

5 Conclusions

In our research we develop methods which allow the derivation of high abstraction level
process specifications from detailed ones. In order to discover fragments suitable for
abstraction, we employ structure of process specifications, which are usually formalized
as directed graphs. As an outcome, developed techniques can be generalized to any
process modeling notation which uses directed graphs as the underlying formalism.

It is a highly intellectual task to bring a process specification to a level of abstraction
that fulfills emergent engineering needs without a single perfect solution. By employing
the technique for the discovery of abstraction fragments, one can approach the problem
as a manual engineering effort. Besides, when it is sufficient to fulfill certain use
case, cf., [6], one can define the principles for the semi-automated or fully automated
composition of individual abstractions.
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As future steps aimed at strengthening the achieved results, we plan to validate the
applicability of the connectivity-based process graph decomposition framework for the
purpose of process abstraction with industry partners and to look for process abstraction
use cases for which automated control mechanisms can be proposed. Finally, studies
regarding the methodology of abstractions need to complement technical results.
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Information integration has been the typical approach to data-driven applications
in several domains, such as, enterprise applications. Applying information integration
techniques in SOA is not straightforward, because of the lack of adequate resources.
In this work, we propose a novel approach and platform to alleviate this problem and
investigate the benefits of information integration in SOA applications. This idea has
been partially incorporated in the POSR project successfully [2].

1 Introduction

Service-Oriented Architecture (SOA) has changed the way in which IT serves business
needs. Major service providers tend to provide Web Service interfaces to their services
over the Web, e.g., Amazon, flickr, Yahoo!, eBay. This increasing number of Web
Services poses challenges and creates opportunities in both business and IT. Business
bodies need to utilize each possible opportunity to increase their profits and market
shares. Moreover, business bodies need flexible, adaptive and scalable solutions. SOA
has emerged as a solution for such challenging requirements.

Service Management has been a vital issue in SOA. This is handled by Service
Registry and Repository, which also plays the role of broker between a service provider
and a service consumer. However, managing Web Services and their associated infor-
mation is no longer an easy job that could be achieved using a traditional middleware
solution, such as a UDDI registry. This is due to the increasing complexity of services
and their associated information [11]. On the one hand, the types of service meta-
data are versatile, e.g., XML, BPEL, XSLT, WSRP, etc, and a single service could be
described in more than one type. On the other hand, Web Services usually lack ade-
quate formal descriptions.

This increasing complexity of service information influences service discovery and
selection in SOA applications, where a service consumer queries a service registry for
a required service that achieves a specific task. A service registry needs to consider as
many service description artifacts as possible to provide a precise result list to the ser-
vice consumer. When the service consumer, such as human, application, service, etc.,
receives a result list for its query, it would like to select the most suitable service from
the returned result list efficiently and effectively. Making the right choice is not straight-
forward because several factors should be considered, e.g., price, quality, reputation,
etc. Service description that is gathered from service providers and consumers is the
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main source to determine which service to select. We view this task as an information
integration task, as we explain in Section 3.

The remainder of this report is organized as follows. Section 2 introduces the re-
search context and gives further details about the research problem and challenges.
We explain our proposed approach in Section 3. Then, we highlight the significant re-
search works in this field in Section 4. After that, we summarize this report and show
our future steps in Section 5.

2 Research Context

In this section, we describe our research context. We start by introducing our research
problem, then outline major research challenges, in addition to our expected contribu-
tions.

2.1 Research Problem

The available tools and frameworks that help service providers deploy their systems as
Web Services and the popular Software-as-a-Service trend have helped increasing the
number of services provided in the form of Web Services. Nevertheless, this easiness
in service creation has complicated the problem of service reusability because those
services usually lack enough description artifacts that help service consumers select
the most appropriate service for their needs.

The complexity of SOA systems hinders employing SOA in several domains, in
particular in real-time applications. Ideally, a service consumer issues a service call to
a service provider, in order to invoke a specific service. The service provider returns the
result of that query to the service consumer. In real word scenarios, this is not usually
the case. A service might be no longer available, unavailable at the moment of its call,
or unable to serve this request. Reacting to this situation pushes complexity inside the
SOA application. In our approach, this complexity is hidden inside the service broker
component, as shown in Section 3.2.

SOA has been proposed to bridge the gap between business and IT environments.
But, SOA environments (both business and IT) are dynamic by nature. Typically, ser-
vices appear and disappear often. To respond to such a situation — while achieving
maximum business benefits — a service consumer needs to use a reliable service reg-
istry, use several service registries, or deploy a complex application, which reacts to
expected failures or exceptions. Unexpected failures or exceptions remain threats to
application’s sustainability and reliability.

In our research, we aim at enriching service descriptions, maximizing the benefits
of existing descriptions, and integrating all available resources to provide the highest
precision for service discovery and selection. Our research statement is summarized
in this question: How to enrich, integrate, and manage service descriptions efficiently
and what are the benefits of enriching service descriptions in SOA?
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2.2 Research Challenges
The key challenges that drive our research include:

Dynamic SOA and business environments: Business needs and conditions are al-
ways changing by nature. To respond to these changes, services and service
providers have to adapt by modifying their services or providing new services in
a time-effective manner.

Increasing complexity: This complexity of services is due to the increasing number
of tools, frameworks, domains, and business needs that support or require Web
Services. In most cases, this is reflected in the lack of adequate service descrip-
tion artifacts.

Heterogeneity: Different techniques and formats are used to describe and provide
services. Different parties in SOA environments may have different notions of the
same concept, e.g., reputation, business objects. Furthermore, different scales
could be used to describe the same notion, e.g., trust level.

Inadequate criteria for service discovery and selection: Full-text search is usually
used by service registries as a means of service lookup, but the quality of the
result list depends on the information used to lookup a service. Furthermore,
non-functional requirements of the services should be considered in the lookup
process to make service discovery more comprehensive.

The expected contributions of this work include:

¢ A set of techniques to enrich service descriptions.

Model of service data quality.

A novel approach to enhance service selection and discovery.

Assessment methods of service discovery by service consumers.

An integration environment for SOA applications.

A smart service registry and repository, coined “Deposr”.

3 Our Approach: Non-traditional Information Integra-
tion

In our approach, there is a substantial difference between information integration in
SOA and traditional information integration. This difference leis in the heterogeneous
types of data, on which we apply our information integration techniques. For example,
WSDL files have structured and semi-structured data, whereas, a category (metadata)
is a simple label. On the other hand, service’s quality measures can be represented
as a complex matrix. Integrating all these versatile types of information requires more
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than traditional information integration techniques, as we explain in this section, where
we give more details about our proposed approach to information integration in SOA.
We start with an overview of the proposed environment and its expected features, then
we show further implementation details.

3.1 Deposr: An Information Integration Environment

Our SOA information integration system is coined “Deposr”. The three layers of Deposr
are depicted in Figure 1. The storage layer (Layer 1) manages all relevant information
about the services, such as services’ data, metadata, community annotations. Several
internal functions are required to acquire and manage this amount of data, such as val-
idate and update service data, integrate community annotations. This set of functions
is provided via Layer 2. On top of the storage and internal functions layers, Layer 3 pro-
vides several useful features for service consumers, such as service lookup, service
recommendation, service quality assessment. In the sequel, we explain these layers in
a bottom-top order.

The Storage Layer controls several classes and types of information about the ser-
vices that are managed by Deposr. Data class includes structural and semi-structural
data, such as WSDL and WADL files. This class is typically provided or acquired
from service providers. The second class, metadata, includes information about the
managed services, such as invocation frequency, information about service providers,
category. This class is derived from services’ data and their calls. Invocation metadata
is gathered by analyzing services invocations, which helps us get more information
about each service, its inputs and outputs, in which context it is being invoked, and in
conjunction with which other services it is being invoked. Additionally, users who would
like to help Deposr improve the quality of its features and assess the quality of ser-
vice discovery could also provide explicit feedback and annotations about the services
that they have used. This information falls in the community annotations class. Fur-
thermore, a consumer’s profile tracks service usage history where information about
previous services’ invocations by each consumer is tracked and gathered. This infor-
mation is helpful for the consumer and for other similar consumers. We can make use of
this history of invocations to rank the list of retrieved services according to consumer’s
preferences (tastes) that we derive from its previous service usage. Other similar con-
sumers — in terms of preferences and tastes — could also get more accurate results
based on the behavior of similar consumers, which is derived from usage history.

To manage, control, and integrate the different types of storage information, and to
provide the essential and value-added features of Deposr, several internal functions are
required. This set of internal functions represents the Internal Functions Layer, Layer
2 in Figure 1. Part of these internal functions control the different types of information in
the Storage Layer, such as validate and update service data, manage service informa-
tion and user interface and description. Other internal functions create or extract new
information about services from services invocations and community annotations. This
latter set of internal functions provides a set of techniques to enrich service descrip-
tions. Bringing all these classes of information require a service data quality assurance
internal function that performs required information quality techniques on the level of
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Figure 1: The Architecture of Deposr

the information in the Storage Layer.

Fundamental and value-added features of Deposr are made available via the API
Layer; Layer 3. Service lookup is a fundamental feature that enables service con-
sumers find services, which fulfill their needs. As we use enriched service descrip-
tions and employ new models to fulfill non-functional requirements, this enhances ser-
vice selection and discovery. Result aggregation has been a popular research trend:
search results from several systems are aggregated in one list, to obtain more accurate
and comprehensive results. For instance, Metacrawler (http://www.metacrawler.com)
submits user queries to several search engines, e.g. Google, Yahoo!, Windows Live
(Bing), and Ask, and aggregates the different individual result lists, it gets back from
those engines, into a single result list. This principle can also be adapted to data Web
Services, where the results of several similar services’ invocations are aggregated into
a single result list, e.g., news items. Nevertheless, the aggregation of several result lists
is not practically useful if the resulting aggregated list is simply too long. This limitation
is handled by adapting the principles of focused retrieval. The task of focused retrieval
is to specify the most relevant parts of each item in the result list and report them in-
stead of reporting the entire items to the user. By tracking consumers usage history,
we can apply a service recommendation feature, where service consumers get a list
of recommended services or services that were used by similar consumers. Deposr
allows service providers to add their services to the system manually. Additionally, we
employ crawling techniques and other heuristics that we have developed to automat-
ically gather Web Services on the Web. This set of features help service consumers
respond to the dynamic changes in SOA and business environments by keeping their
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Figure 2: The traditional role of service registry and the extended role of the Service
Invocation Proxy

information up-to-date.

The unified service description, which we get from the different types of service
information, helps us provide and evaluate more quality attributes to provide an en-
hanced set of service quality assessment. Service discovery is usually based on func-
tional requirements, e.g., the operation of each service. Nevertheless, non-functional
requirements, e.g., reliability, accuracy, accessibility, consistency, timeliness, availabil-
ity, relevancy, efficiency, usability, security, trust, etc., are vital criteria, especially in
business. Several approaches have been proposed to handle this issue. Some ap-
proaches use information provided by the service provider to evaluate Quality of Ser-
vice (QoS) attributes for that specific service provider [6]. Other approaches make use
of service consumers’ ratings for the used services [7]. In our approach, we combine
both approaches and augment them with a third source of information to evaluate QoS
attributes for a service provider, a service, and a service consumer (e.g., reputation).
This source is the invocation metadata, which we derive from service invocation anal-
ysis.

3.2 Web Service Invocation Proxy

Traditionally, a Service Registry and Repository (see Figure 2 (a)) acts as a broker
between service consumer and service provider. The role of the service registry ends
when the suitable service is discovered by the service consumer. Afterwards, the ser-
vice consumer contacts the service provider to request achieving the required task.

In our research, we propose an extended architecture where a service invocation
proxy acts as a mediator between service consumers and service providers. This
extended architecture is depicted in Figure 2 (b). A service consumer queries the
service registry to find an appropriate service. After that, the service consumer sends
a request to the service invocation proxy to use the selected service. The service
invocation proxy issues a service call to the service provider to invoke the service and
sends the result back to the service consumer. If the service is no longer available, the
service invocation proxy notifies the service consumer with a list of alternative services.
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If the selected service is not available at the moment, or the issued service call takes
much time, then the service broker can suggest making another call to a similar service
transparently.

The proposed architecture has several advantages. It hides the complexity of SOA
applications by moving some complex tasks, e.g., fault tolerance, which would be
achieved by each SOA application separately, into the service broker. Moving such
tasks into the service broker enables it to achieve them more efficiently because it
can access more service calls and their associated invocation information. Another
advantage of this architecture would be caching. Suppose that hundreds of service
consumers issue separate service calls to a few weather forecast services. If the ser-
vice invocation proxy is deployed in this scenario, then the number of service calls will
be reduced by providing a cached copy of the service result from previous service calls.
This will reduce network traffic and load on services.

The storage layer of Deposr, as depicted in Figure 1, is served by the service reg-
istry component and the service invocation proxy. The data and metadata are managed
by the registry, whereas the invocation metadata, usage history, and community anno-
tations are managed by the service invocation proxy (Figure 2 (b)). Both components,
service registry and service invocation proxy, are the main source of data used to pro-
vide internal functions and API’s.

3.3 Invocation Analysis

Invocations are either automatic invocations or invocations done by service consumers.
For new services, automatic invocations would be necessary to generate information
about the new service, so that, for instance, quality measures of that particular service
can be carried out. Invocation analysis are achieved through Web Service Invocation
Proxy, as we described in Section 3.2. On the other hand, tracking users’ invocations
of services through the system can be a useful source of information. Each service call
is tracked and “sampled” to extract metadata about the invoked service.

Invocation analysis are especially beneficial for new services which have not yet
been evaluated by service consumers and lack enough information, which is necessary
to achieve a precise service discovery. Moreover, for services that have been already
used and evaluated by service consumers, our approach is still beneficial because
a combined source of information is used to measure service quality and enhance
the quality of service discovery. Additionally, invocation analysis helps alleviate the
increasing complexity in SOA by sampling so many service calls issued by several
service consumers in diverse domains by gathering more information that can be used
to understand these services better.

To illustrate the value of invocation analysis, we introduce a simple example to ser-
vice quality. Buying an item online includes two broad activities: ordering the item and
shipping the ordered item. Usually, different service providers are in charge of each
activity. In most cases, more than one service provider can achieve the same task.
See Figure 3. Two service providers (B and C) can ship the ordered item, but the buyer
decides which one to choose. Suppose that service provider (A) and service provider
(B) have a business partnership, which is reflected in handling the item from (A) to (B)
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Figure 3: A composite service for ordering and shipping an item online.

in less time, say in the same day. On the other hand, delivering the item from (A) to (C)
takes 2-3 days. Furthermore, suppose that both providers (B) and (C) take the same
time to deliver the item to the buyer, say 3 days. Shipping the item through (B) takes
around 3 days, whereas, shipping the same order via (C) takes 5-6 days. Following
the traditional SOA approach where the entire composite service is viewed as a single
service, the total time required to execute this service call will be 3 days, in the case of
(B) and 5-6 days in the case of (C). This gives (B) advantage over (C) with respect to
time, but this is not accurate, because both providers (B and C) need 3 days to deliver
the item.

Applying our approach gives different results. By analyzing each individual service
call, we can evaluate quality attributes for each service separately. Additionally, ana-
lyzing several service invocations issued by service consumers help us provide more
accurate quality measures for each service.

4 Related Work: Service Brokers

In this report, we only highlight most relevant projects and papers in this field. For a
detailed overview of related work, please, refer to [1].

Public UDDI Business Registries were shutdown, because they did not prevail in the
domain of public Web Services [9]. ebXML registries, e.g., FreebXML [4], were pro-
posed by OASIS (http://www.oasis-open.org) to handle this issue. Existing service
registries and repositories still have limitations, e.g., inadequate functions, support-
ing limited Web Service types, etc. IBM’s WebSphere Service Registry and Reposi-
tory does not support all service metadata, e.g., WSRP [5]. SUN’s Service Registry
and Repository is based on both ebXML and UDDI, but is limited to Web Services
only [10]. Centrasite is based on UDDI and limited to Web Services inside the organi-
zation only [3]. FreebXML is an open source registry, which is based on ebXML [4].
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