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Context-aware Reputation in SOA and
Future Internet

Rehab Alnemr

rehab.alnemr@hpi.uni-potsdam.de

In this report I continue to elaborate different constructs of my work in order to reach
the final goal of designing and modeling context-aware reputation systems. Throughout
the report, I illustrate different goals and benefits of developing such systems.

1 Introduction

Reputation is used in our social communities as a tool of regulating society by the
mean of circulating evaluations. It has been also an important tool in computer science,
especially after the emergence of e-markets. In these markets, consumers get product
information from the auction sites as well as weblogs. Thus mobilizing and combining
the experience of many consumers. Currently, it became even more crucial with the
increased deployment of Service Oriented Architectures (SOA), Internet of Service
(IoS), and recently cloud computing. In the near future, reputation will be a factor in
negotiating about computer resources in cloud computing. It plays even a bigger role
in mitigating risks, when the price involved is higher, and in conveying cooperation and
increasing trust among different entities in these systems.

Transferring the internet from a network of information to a network of knowledge
and services requires more complex and cognitive view on reputation. Existing repu-
tation based systems and models are not cognitive enough to reflect the real nature
of reputation notions. Understanding reputation concepts and constructs is essential
specially if we are dealing with humans and artificial intelligence agents. In my pre-
vious work [4] [5], I have introduced a context-aware reputation framework that en-
ables reputation portability between different virtual communities. The basic constructs
of this framework are: Reputation Object (holds the contexts to be evaluated along
with the corresponding values and their calculation models), Trust Reputation Centers
(reputation providers), and RRTM (categorization of reputation models to be used as
reference). Reputation in this framework addresses different contexts to be evaluated,
and is generic enough to be transfered among communities(platforms), which fits in the
SOA and cloud vision.

Later, I have introduced in [3] the use of Attention Allocation Points (AAPs) tech-
niques -used in economics- to address the problem of having an abundance of infor-
mation and solve it by pinpointing the most important information to the current trans-
action. The output pieces of information are used later to build reputation of entities
involved in the process. Thus, the process of ”rating” is transformed into a process
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of ”evaluation”. The building blocks to this evaluation process construct at the end a
new concept of Reputation-as-a-Service (RaaS). The relation between reputation and
quality is explored (in the same reference), since understanding reputation requires a
correct understanding of the notions of quality to enable the evaluation process. Un-
derstanding -and later measuring- Service Reputation requires distinguishing it from
other concepts. This distinction helps in differentiating what is being measured, which
is a critical factor in conguring Service Level Agreements (SLAs). This separation of
concepts helps also in evaluating quality processes along each phase of the service
life cycle, and among the different roles of service parties, e.g., service provider.

Following this line of work, I am working with the POSR [1] team in studying the
quality notions and processes to have the right information to build the RaaS and as-
sign Reputation Objects to services. In parallel, SLA is being investigated, since they
include performance measurement information needed in the evaluation process. For
allocating the right kind of information to be used in reputation evaluation, I am working
with a team in Frei University in Berlin, specialized in Complex Event Processing, to
allocate attention points. This is done by using their RuleResponder [8] project.

In the following section I start by introducing new definitions for quality notions and
service reputation along with the proposed model-driven approach to service reputa-
tion [2]. Section 3 illustrates our work in analyzing SLAs and introduces a new hybrid
approach for distributing trust in SLA choreography [6]. The work with Frei University
team [9] is introduced in Section 4. This is followed by the conclusion and next steps.

2 Model-driven approach to Service Reputation

This section elaborates on our study of the quality notions that was done to get the
right kind of information for the reputation evaluation process. The investigation re-
vealed several misconceptions and a diversity of terminologies usage. Moreover, it led
us to the fact that current approaches use limited sources to evaluate quality. There-
fore, we try to provide concrete denitions of Quality of Service (QoS), Quality of Results
(QoR), and Service Quality and to differentiate between them. Quality attributes asso-
ciated with these concepts vary from subjective to objective measures (depending on
the context in which the service used). The discussion in this section includes: the pro-
posed new meta-model, the combined sources for service’s quality assessment, and
the new definition of Service Reputation Object.

2.1 Quality notions in SOA

The requirements specified by the service consumer in the process of service selection
include both functional and non-functional features of the service. A critical require-
ment for service selection is quality, but assessing the quality of a certain service is
not straightforward. Gathering sufficient information for such assessment incorporates
determining what to ask for and from which source to get it. Using service description
provides information about functional features of the services, but this is not enough to
select a service.
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2 MODEL-DRIVEN APPROACH TO SERVICE REPUTATION

We propose an extensible meta-model that specifies the definitions, relations, and
differences between quality notions. In our approach, quality attributes of a specific ser-
vice are derived from the proposed meta-model by means of model-to-model transfor-
mation. A service call corresponds to a model-to-text transformation, where the values
of service quality attributes are specified. This is accomplished by using a combined
approach to collect the required information from different sources: users ratings, ser-
vice past interactions, user preferences and invocation analysis. Using these sources,
a Service Reputation Object is derived from the model for each service. The object
holds values of different quality attributes and represents a context-oriented reputa-
tion for a service. In the literature, reputation is considered as a quality attribute. In
our work, we view Service Reputation as an upper concept that encapsulates quality
notions not the other way around.

2.1.1 New Definitions

The terminologies associated with quality and reputation concepts lack unied denitions
in the literature, e.g.,QoS is sometimes confused with QoR, and there is no concrete
denition for the notion of Service Quality (SQ), yet. Our definitions are:

Quality of Results describes the extend of how the outputs of a service met or ex-
ceeded the service consumer’s expectations (degree of satisfaction), in terms of
results’ soundness, completeness, and correctness.

Service Quality describes the extend of how the service has been invoked in a con-
venient manner (from the service consumer’s point of view).

Quality of Service describes the general features that are used to evaluate service
efficiency in its context.

Reputation describes the notion of “profiling” an entity to evaluate the expectation of
its performance in several contexts.

2.1.2 Quality Attributes

The above denitions classify the attributes into three categories: general attributes (ap-
plicable to any service), domain based attributes (applicable to a specic domain only),
and service specic attributes (applicable to a single service only). Some approaches
categorize quality attributes as strict separation of general attributes, such as price and
delivery time, and domain based attributes (also called business related attributes),
such as how many days left for the flight in a travel service website. Others categorize
them as user-centeric (where quality attributes stem from user needs and preferences
only) and non-user-centric attributes. In our approach we describe the nature of the
attributes as dynamic (general or domain-based according to the context), subjective
(affected by several evaluation sources like user preferences, history, invocation analy-
sis), and service specific (applicable to a single service only)

In the quantification phase of service’s quality profiling, each attribute should be
defined in terms of: domain, value, measuring method, weight relative to domain,
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potential gain of rating , and temporal characteristic (decaying or increasing). Sev-
eral attributes are used in the study of quality of service and information quality, such
as: completeness, reliability, accuracy, accessibility, consistency, timeliness, availabil-
ity, relevancy, efficiency, usability, security, and trust.

2.2 A meta model to Service Reputation

A system model abstracts system’s specifications from any specific implementation
platform; which is referred to as Platform-Independent Model (PIM). Adjusting the ab-
stract model (PIM) to the chosen implementation platform to get a Platform-Specific
Model (PSM) is achieved through a set of model-to-model transformations. Finally,
software artifacts, e.g., code, reports, are generated from the PSM by means of model-
to-text transformations. Our model describes different quality attributes independently
of any environment or preference settings. This corresponds to the PIM in Software En-
gineering. To derive a more concrete service quality model which describes a specific
service in certain environments and settings and conforming to specific user prefer-
ences, we apply model-to-model transformation techniques. The result is a model that
corresponds to a PSM in Software Engineering. In the PSM of service quality, service’s
specific domain attributes are considered and dynamically categorized according to the
PIM. Eventually, we apply model-to-text transformation techniques to the PIM to get the
software artifacts for the considered service. In our approach, the resulting software
artifacts are concrete values for the service quality attributes of the considered service.
Our proposed meta-model to the quality notions associated with a service is depicted

Figure 1: A Meta-model for quality notions in SOC

in Figure 1. In this model, we present a classification of quality attributes in three dif-
ferent abstract categories, which are QoS, SQ, and QoR. Moreover, we emphasize the
generalization-specification relationship between QoS from one side, and SQ and QoR
from the other side. This classification is based on the quality attributes used to assess
a service call. General quality attributes fall under the QoS category, domain based
quality attributes fall under the QoR category, and service-specific quality attributes un-
der the SQ category. Extensibility is one of the main features of our proposed model.
Quality attributes are not limited to a predefined set of attributes, but rather a service
consumer can adapt the model to his own definition of quality by adding more quality
attributes that are, in most cases, domain-specific and require domain experts.

The model has a dynamic feature, which is reflected in the dynamic categorization
of quality attributes (generic, domain based, and service specific). In one application,
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2 MODEL-DRIVEN APPROACH TO SERVICE REPUTATION

cost can be considered as a QoR attribute, but when it comes to cost vs. purpose, it
falls in the SQ category. Figure 2 depicts our approach through an example.

Figure 2: Model-to-model and model-to-text transformations

2.3 Discussion: From Quality Attributes to Service Reputation

In this section, we discuss specific aspects of our approach; namely: evaluation sources,
invocation analysis and Service Reputation Object. One of the uses of our work is to
enhance service selection by investigating its reputation. This is done by providing
enough information about several quality aspects of a service (profiling) to be able to
select the most appropriate service. Previous work in the field use only one or two of
the following evaluation sources:

1. feedback from users: ratings per service are aggregated as a reputation value.

2. service history: some or all of the service past interactions.

3. service provider’s reputation: service reputation is a direct inheritance from the
service provider’s reputation.

4. advertisement: the service provider advertise his services himself.

In our approach we combine several sources to get a full service profile, so that we
construct service reputation objects. Instead of using binary reports from service con-
sumers, we use a feedback report detailing the rating of each quality attributes involved
in the process in the light of service’s configurations and user’s preferences. Invocation
analysis is introduced as an automatic source of information to enrich the process of
deriving service quality.
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2.3.1 Service Reputation Object

Our approach led us to conclude a new reputation concept for a service. Giving a
service a reputation value is not a novel idea, some researchers already addressed
this idea, but most of them either collects binary reports from users and aggregate the
result in a single rating value or they use only the service provider’s reputation, which is
again a single value. Being a single value, reputation is usually thought of as a quality
attribute. In our work, we do not only consider reputation as an object, but we also
consider Service Reputation as an upper concept that encapsulates quality notions
not the other way around. Referring to reputation definition in Section 2.1.1, profiling
an entity describes recording its behavior and analyzing its characteristics in order to
predict or assess its ability in a certain sphere or to identify a certain pattern. These
characteristics are various quality attributes that are tested and calculated per service
call creating at the end a list of values that are used to construct a service profile.
Hence, we redefine service reputation as:

• Service Reputation: describes the notion of profiling a single service by collect-
ing its performance information using different quality attributes to construct the
service profile.

• Service Reputation Object : is an object that holds service reputation information,
and consists of a set of collective values calculated by functions that depend on
the nature of the corresponding quality attribute, aggregated from several service
calls.

A Service Reputation Object (SRO), which has detailed values of quality attributes, can
be visualized by addressing Figure 3. A single quality attribute semantic description is
formalized as: QAi ∈ {QA1,. . . ,QAn}, an algorithm used to calculate one or more qual-
ity attribute is Algk ∈ {Alg1,. . . ,Algy}, a single service call is SCj ∈ {SC1,. . . ,SCm}.
The functions used to calculate the quality value are not necessarily aggregation or
averaging. Moreover, it does not have to be the same function used to compute
the elements of the array, can be different for each attribute; according to its na-
ture, i.e., average, maximum, multiplication, etc. , where Fw ∈ {F 1,. . . ,F x}. The
final calculated value for a single attribute from all the service calls is CalcV aluei ∈
{CalcV alue1,. . . ,CalcV aluen}.

QA1 

QA2 

QA3 
. 
. 
. 

QAn 

Algorithm1 

Algorithm2 
Algorithm3 

. 

. 

. 

Algorithmy 

CalcValue1=F1(Value1) 
CalcValue2=F2(Value2) 
CalcValue3=F3(Value3) 

. 
CalcValuen=Fx(Valuen) 

SC1 
SC2 
SCm 

SRO= 

Figure 3: Constructing Service Reputation Object by analyzing quality notions
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3 DISTRIBUTED TRUST MANAGEMENT FOR VALIDATING SLA
CHOREOGRAPHIES

3 Distributed Trust Management for Validating SLA
Choreographies

For business workflow automation in a service-enriched environment services scat-
tered across heterogeneous Virtual Organisations (VOs) can be aggregated in a pro-
ducer -consumer manner, building hierarchical structures of added value. To preserve
the supply chain, the Service Level Agreements (SLAs) corresponding to the underly-
ing choreography of services should also be incrementally aggregated. This cross-VO
hierarchical SLA aggregation requires validation, for which a distributed trust system
becomes a prerequisite.

This section elaborates on the proposed hybrid approach of using reputation sys-
tems and PKIs to distribute trust in SOA, and to identify violation-prone services at
service selection stage. It also actively contributes in breach management at the time
of penalty enforcement. This work is part of the phase which aims to use SLAs to
get quality information that leads later to constructing the reputation service. The hy-
brid distributed trust system enable previously introduced rule-based runtime validation
framework for hierarchical SLA aggregations. The discussion includes: the justification
and significance of a hybrid trust model for the validation of hierarchical SLA aggrega-
tions, and the conceptual elements of our hybrid PKI and reputation based trust model.

3.1 A Framework for Validation of Hierarchical SLA Aggregations

A Service Level Agreement (SLA) is a formally negotiated contract between a service
provider and a service consumer to ensure the expected level of a service. In a service
enriched environment such as Grid, cooperating workflows may result into a service
choreography spun across several Virtual Organisations and involving many business
partners. Service Level Agreements are made between services at various points of
the service choreography. Service choreography is usually distributed across several
Virtual Organizations and under various administrative domains. The complete ag-
gregation information of the SLAs below a certain level in the chain is known only by
the corresponding service provider and only a filtered part is exposed up towards the
immediate consumer. This is the reason why during the validation process, the com-
posed SLAs are required to be decomposed in an incremental manner down towards
the supply chain of services and get validated in their corresponding service providers’s
domain. A validation framework for the composed SLAs, therefore, faces many design
constraints and challenges: a trade-off between privacy and trust, distributed query
processing, and automation to name the most essential ones.

In our proposed model, the privacy concerns of the partners are ensured by the
SLA View model [7], whereas the requirements of trust and security can be addressed
through a reputation-based trust system built upon a distributed PKI (Public Key Infras-
tructure) based security system. Additionally, we use Rule Responder [8] to weave
the outer shell of the validation system by providing the required infrastructure for the
automation of role description of partners as well as steering and redirection of the dis-
tributed validation queries. Every service provider is limited only to its own view. The
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whole SLA Choreography is seen as an integration of several SLA Views.(details found
in [7]). SLA-views can be implemented by using Rule Responder architecture.

Rule Responder adopts the approach of multi agent systems. There are three kinds
of agents, namely: Organisational Agents (OA), Personal Agents (PA), and External
Agents (EA). An EA is an entity that invokes the system from outside. A virtual orga-
nization is represented by an OA, which is the main point of entry for communication
with the ”outer” world. A PA corresponds to the SLA View of a service provider. Each
individual agent is described by its syntactic resources of personal information, the
semantic descriptions that annotate the information resources with metadata and de-
scribe the meaning with precise business vocabularies (ontologies) and a pragmatic
behavioral decision layer to react autonomously. The flow of information is from exter-
nal to organizational to personal Agent.

During service choreography, services may form temporary composition with other
services, scattered across different VOs. The question of whose parent VO acts as the
root CA in this case is solved by including third party trust manager like the case for
dynamic ad hoc networks. In case of SLA violation, in addition to enforcing penalty, the
affected party is likely to keep a note of the violating service in order to avoid it in future.
Moreover, a fair business environment demands even more and the future consumers
of the failing service also have a right to know about its past performance. Reputation-
based trust systems are widely used to maintain the reputation of different business
players and to ensure this kind of knowledge. Our hybrid trust model based on PKI and
reputation- based trust systems to harvest advantages from both techniques. The main
points of the model are first, the PKI based trust model has a third party trust manager
that will act as a root CA and authenticate member VOs. These VOs are themselves
CAs as they can further authenticate their containing services. Second, Selection of
services at the the pre-SLA stage is done by using reputation to prevent SLA violation.
Services reputation are updated after each SLA validation. third, While the trust model
promises trust and security, the SLA views protect privacy.

3.2 Single Sign-On and Reputation Centers

In the proposed model, a third party acts as a root CA and authenticates member VOs.
These VOs are themselves CAs as they can further authenticate their containing ser-
vices. Each member is given a certificate. With Single Sign-On, the user does not
have to bother to sign in again and again in order to traverse along the chain of trusted
partners (VOs and services). This can be achieved by the Cross-CA Hierarchical Trust
Model where the root CA provides certificates to its subordinate CAs and these subor-
dinates can further issue certificates to other CAs (subordinates), services or users.

In our previous work [4], the Trust Reputation Center (TRC) acts as a trusted third
party. As depicted in figure 4, this reputation-based trust model has direct correspon-
dence with Rule Responder’s agents and their mutual communication. The PAs consult
OAs and OAs in return consult the TRC which is equivalent to the third party CA in PKI
based system.
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4 TOWARDS SEMANTIC EVENT-DRIVEN SYSTEMS

Third Party 

Root CA
TRC

CA-VO1 CA-VO2 CA-VO3 OA1 OA2 OA3

a1 b1 a2 b2 a3 b3

Figure 4: Correspondence bet.: PKI, reputation based systems, and Rule Responder
architecture

3.3 Proposed Trust Management Model

The processes involved in our model are:

• Validation of complete SLA aggregation: to do this the validation query is required
to traverse through all the SLA views lying across heterogeneous administrative
domains and get validated locally at each SLA view. The multi-agent architecture
of Rule Responder provides communication middle-ware to the distributed stake-
holders namely the client, the VOs, and various service providers.

• Use of reputation in the selection phase: reputation transfer is required at two
stages: at service selection stage and at penalty enforcement stage. In the pro-
cess of service selection, the reputation transfer helps to select the least violation-
prone services, taking into account proactive measures to avoid SLA violations.
Out of all the available services, the client first filters the best services complying
its ”happiness criteria”. Then the client compares the credentials from reputation
objects of the services. The reputation object is traced . Then the client can se-
lect the best service in accordance to its already devised criteria. We assume
that out of redundant services which fulfil client’s requirements, the service with
the highest reputation is selected.

• Use of PKI and reputation in breach management : this hybrid Trust is used in the
breach management after an occurrence of SLA violation. [7]

Refer to [6] to find more details on the use case scenario and about this paper.

4 Towards Semantic Event-Driven Systems

This section elaborates on the work of allocating the right kind of information to be
used in reputation evaluation, using Complex Event Processing (CEP) techniques and
semantic web technologies. The discussion in this section includes: description of a
new conceptual proposal for a semantic event-driven Internet, and contribution with
an architectural design artefact consisting of two essential levels of enhancements. A
common denominator is the use of Semantic Web technologies on each level, i.e.,
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for processing data (tied to events) and for semantically formalizing attention alloca-
tion points which are applied on the detected and predicted situation instances via a
semantic match making process (ontology and rule-based constraint inference logic).
Here, we introduce our work-in-progress on semantic, proactive, quality assured, event-
driven information processing approach towards the vision of a semantic event-driven
systems, which comprises tow levels of proposed enhancements:

1. Semantic Complex Event Processing (SCEP), which is the combination of CEP
and and Semantic Web technologies, to achieve better machine understandability
of (event) data and highly automated real-time processing of large and heteroge-
nous event sources

2. Semantic quality, trust and reputation assessment of the produced information to
support precise information dissemination and focused user attention allocation

we are currently working on grounded integration of the two layers and on the im-
plementation and evaluation of the approach with industrial relevant use cases.

4.1 Semantic Complex Event Processing

Real-world occurrences can be defined as events that are happening over space and
time. An event instance is an concrete semantic object containing data describing
the event. An event pattern is a template that matches certain sets of events. One
of the critical success factors of event-driven systems is the capability of detecting
complex events from simple event notifications. The promises of the combination of
event processing and semantic technologies, such as rules and ontologies, which leads
to semantic event processing (SCEP), are that the event processing rule engines can
understand what is happening in terms of events and (process) states and that they
will know what reactions and processes they can invoke and what events it can signal.

Semantic (meta) models of events can improve the quality of event processing by
using event metadata in combination with ontologies and rules (knowledge bases).
Event knowledge bases can represent complex event data models which link to existing
semantic domain knowledge such as domain vocabularies / ontologies and existing
domain data. Semantic inference is used to infer relations between events such as e.g.
transitivity or equality between event types and their properties. Temporal and spatial
reasoning on events can be done based on their data properties, e.g. a time ontology
describing temporal quantities.

In our semantic event model an event instance is a set of RDF triples and an event
pattern is a graph pattern. More complex events are formed by combining smaller
patterns in various ways. A complex conjunctive event filter is a complex graph pattern
of the RDF graph. A map of the attribute/value pairs to a set of RDF triples (RDF
graph) can be used as event instance. The interesting part of this event data model is
the linking of the existing knowledge (non-event concepts) to the event instances, for
example the name of the stock which the event is about is not identified by a simply
string name, but by an URI which links to the semantic knowledge about the stock. This
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Figure 5: Architecture of Semantic Complex Event Processor

knowledge can be used later for the processing of events, e.g. in the condition part of
a Event-Condition-Action (ECA) reaction rule.

Figure 5 shows our architectural vision for semantic complex event processing. It
combines a knowledge base which includes ontologies and rules, and an incoming
event stream which comes from event producers, e.g. sensors or event adapters. The
system has to combine static and real-time knowledge references and generate new
knowledge. Having such a semantic event pattern/filter makes it possible to detect
complex event which is derived from the already happened events in combination with
the knowledge of the processing system. In the first step the raw-level events are
classified and mapped to a secondary level of events. The sequence and syntactic
checks are also processed in this step. Next step, the SCEP engine processes the
events more expressively based on their semantic relationships to other events and
other none-event concepts existing in the knowledge-base. The knowledge-based can
be seen as TBox (assertions on concepts) and the event object stream as ABox (as-
sertions on individuals)

4.2 Proposed Approach through Stock Market Use Case

Semantic event-driven systems can have different use cases in different fileds such as
e-health, business activity monitoring, fraud detection, logistics and cargo, etc . In this
example, a broker-agent in the financial stock market (who studies price movements,
and patterns), has to take the decision whether to buy Company XY stocks for his cus-
tomers. Several factors contribute to his decision: recent trends seen in the market
movements, events detected in the company itself, and the reputation of the sources
from which the broker gets his intelligence. We assume that the broker has information
from two sources: source 1 has high reputation in the real-estate market movements
while source 2 has high reputation in commodity stocks. Attention to these two par-
ticular markets can form the final decision. Next step is to formalize this info into a
correspondent complex event. During this process, a new intel appears: the elimina-
tion of several agricultural lands to be converted into construction areas due to change
of political administration in the city. This new intel is entered as a new event in the
process, with the source reputation and his area of expertise. Then, the trend mining
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engine process information about trends in the political section to get the possibility of
another change in the administration.

5 Conclusion and Future work

Correct understanding and later modeling of reputation concept helps to: enhance the
e-market dynamics to reflect real-life cognitive models of interactions, connect reputa-
tion models to other elements in the architecture (eg.agent memory), base the decision
making process on correct and context-related parameters, and construct SLAs in e-
contracts that are: context related, customized, and realistic. I will continue working
on the three previously mentioned parts of my vision in parallel by cooperating with
different teams.
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Software engineers constantly deal with problems of designing, analyzing, and
improving process specifications, e.g., source code, service compositions, or process
models. Process specifications are abstractions of behavior observed or intended to
be implemented in reality which result from creative engineering practice. Usually,
process specifications are formalized as directed graphs, where edges capture temporal
relations between decisions, synchronization points, and work activities. Every process
specification is a compromise between two points: On the one hand engineers strive to
operate with less modeling constructs which conceal irrelevant details, while on the other
hand the details are required to achieve the desired level of customization for envisioned
process scenarios. In our research, we approach the problem of varying abstraction
levels of process specifications. Formally, developed abstraction mechanisms exploit
the structure of a process specification and allow the generalization of low-level details
into concepts of a higher abstraction level. The reverse procedure can be addressed as
process specialization.

Keywords: Process abstraction, process structure, process modeling

1 Introduction

Process specifications represent exponential amounts of process execution scenarios
with linear numbers of modeling constructs, e.g., service compositions and business
process models. Nevertheless, real world process specifications cannot be grasped
quickly by software engineers due to their size and sophisticated structures making
a demand for techniques to deal with the complexity. The research topic of process
abstraction emerged from a joint research project with a health insurance company.
Operational processes of the company are captured in about 4 000 EPCs. The company
faced the problem of information overload in the process specifications when employing
the models in use cases other than process execution, e.g., process analysis by man-
agement. To reduce the modeling effort, the company requested to develop automated
mechanisms to derive abstract, i.e., simplified, process specifications from the existing
ones. The research results derived during the project are summarized in [6].

Abstraction is the result of the generalization or elimination of properties in an entity
or a phenomenon in order to reduce it to a set of essential characteristics. Information
loss is the fundamental property of abstraction and is its intended outcome. When
working with process specifications, engineers operate with abstractions of real world
concepts. In our research, we develop mechanisms to perform abstractions of formal
process specifications. The challenge lies in identifying what the units of process
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Figure 1: Process abstraction (BPMN notation)

logic suitable for abstraction are and then afterwards performing the abstraction. Once
abstraction artifacts are identified, they can be eliminated or replaced by concepts of
higher abstraction levels which conceal, but also represent, abstracted detailed process
behavior. Finally, individual abstractions must be controlled in order to achieve an
abstraction goal—a process specification that suits the needs of a use case.

Figure 1 shows an example of two process specifications (given as BPMN process
models) which are in the abstraction relation. The model at the top of the figure is the
abstract version of the model at the bottom. Abstract tasks are highlighted with a grey
background; the corresponding concealed fragments are enclosed within the regions
with a dashed borderline. The fragments have structures that result in an abstract
process which captures the core process behavior of the detailed one. The abstract
process has dedicated routing and work activity modeling constructs and conceals
detailed behavior descriptions, i.e., each abstracted fragment is composed of several
work activities. The research challenge lies in proposing mechanisms which allow
examining every process fragment prior to performing abstraction and suggesting
mechanisms which coordinate individual abstractions, i.e., assign higher priority to
abstracting certain fragments rather than the others.

The rest of the paper is organized as follows: The next section presents the
connectivity-based framework designed to approach the discovery of process frag-
ments suitable for abstraction. Sect. 3 discusses issues relevant to the control of
process abstraction. Sect. 4 discusses a technique which aids validation of process
correctness and is found on ideas from Sect. 2. The paper closes with conclusions
which summarize our findings and ideas on next research steps.

2 Discovery of Process Fragments

A necessary part of a solution for process abstraction are the mechanisms for the
discovery of process fragments, i.e., parts of process logic suitable for abstraction. The
chances of making a correct decision on which part of a process specification to abstract
from can only be maximized if all the potential candidates for conducting an abstraction
are considered. To achieve this completeness, we employ the connectivity property of
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process graphs—directed graphs used to capture process specifications.
Connectivity is a property of a graph. A graph is k-connected if there exists no set of

k−1 elements, each a vertex or an edge, whose removal makes the graph disconnected,
i.e., there is no path between some pair of elements in a graph. Such a set is called
a separating (k − 1)-set. 1-, 2-, and 3-connected graphs are referred to as connected,
biconnected, and triconnected, respectively. Each separating set of a process graph can
be addressed as a set of boundary elements of a process fragment, where a boundary
element is incident with elements inside and outside the fragment and connects the
fragment to the main flow of the process. Let m be a parameter, the discovery of all
separating m-sets (graph decomposition) of the process graph leads to the discovery of
all process fragments with m boundary elements—potential abstraction candidates.

In general, one can speak about (n, e)-connectivity of process graphs. A graph is
(n, e)-connected if there exists no set of n nodes and there exists no set of e edges,
whose removal makes the graph disconnected. Observe, an (n, e)-connected graph is
(n+e+1)-connected. A lot of research was carried out by the compiler theory community
to gain value from the triconnected decomposition of process specifications, i.e., the dis-
covery of triconnected fragments in process graphs. The decompositions which proved
useful were (2, 0)-decomposition, or the tree of the triconnected components, cf., [9], and
(0, 2)-decomposition, cf., [2]. Triconnected process graph fragments form hierarchies
of single-entry-single-exit (SESE) fragments and are used for process analysis, pro-
cess comparison, process comprehension, etc. For these decompositions, linear-time
complexity algorithms exist [1, 3]. Recently, these techniques were introduced to the
business process management community [10,11]. We employed triconnected process
graph fragments to propose mechanisms of process abstraction [7,8]; we discover and
generalize the triconnected process fragments to tasks of a higher abstraction level.
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Figure 2: Process graph, its SESE fragments

Figure 2 shows an example of a process graph. Routing decisions and syn-
chronization points can be distinguished by the degree of the corresponding ver-
tex, i.e., the number of incident edges, and orientation of the incident edges,
i.e., incoming or outgoing. Process starts (ends) have no incoming (outgoing)
edges. Moreover, Figure 2 visualizes the triconnected fragments of the graph (SESE
fragments). Each triconnected fragment is enclosed in the region and is formed by
edges inside or intersecting the region. Fragments enclosed by regions with dotted bor-
derlines can be discovered after performing (0, 2)-decomposition of the process graph,
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Figure 3: (a) Abstract process graph, (b) (3, 0)-connected fragment abstraction

whereas regions with dashed borderlines define fragments additionally discovered by
(2, 0)-decomposition. Observe that trivial fragments composed of a single vertex of the
process graph are not visualized.

The abstract process graph, obtained from the graph shown in Figure 2, is given
in Figure 3(a). The abstraction is performed following the principles from [8], i.e., by
aggregating the triconnected fragments into concepts of a higher abstraction level. The
graph from Figure 3(a) has a single separating pair B, S. Next abstractions of the
triconnected fragments of the graph will result in aggregation of either the unstructured
fragment composed of nodes {C, ..., R} \ {E,L, P}, or the fragment with entry node B
and exit node S.

(0,0)

(1,0) (0,1)

(2,0)
(1,1)

(0,2)

(3,0) (0,3)

(2,1) (1,2)

... ... ...

Figure 4: Connectivity-based
process graph decomposition
framework

In order to increase the granularity of process frag-
ments that are used to perform abstractions in [10,11],
one can start looking for multiple-entries-multiple-exits
(MEME) fragments within the triconnected fragments.
Figure 4 visualizes a connectivity-based process graph
decomposition framework, i.e., the scheme for process
fragment discovery. In the figure, each dot represents
a connectivity property of the process graph (process
fragment) subject to decomposition, e.g., (0, 0) means
that the graph is connected if no nodes and no edges
are removed. Edges in the figure hint at which decom-
position can be performed for a graph with a certain
connectivity level. For instance, one can decompose a
(0, 0)-connected graph by looking for single nodes or edges which make it disconnected.
Similarly, the triconnected graphs can be decomposed into (3, 0)-, (2, 1)-, (1, 2)-, or
(0, 3)-connected fragments. In general, an (n, e)-connected process graph (process
fragment) can be (n + 1, e)- or (n, e + 1)-decomposed. Observe that in this way highly
connected process fragments get gradually decomposed.

An (n, e)-decomposition (n + e > 3) allows to decompose unstructured process
graphs into MEME fragments with n+ e entries and exits. A process graph in Figure 3(b)
is obtained by abstracting a (3, 0)-connected fragment defined by a separating set
{F, G, S} (F and G are the entries and S the exit of the fragment, highlighted with grey
background). For reasonable n+ e combinations, it is possible to perform decomposition
in low polynomial-time complexity. For example, the (3, 0)-decomposition of a (2, 0)-
connected graph can be accomplished by removing a vertex from the graph and then
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running the triconnected decomposition [1]. Each discovered separation pair together
with the removed vertex form a separating triple of a 4-connected fragment. The
procedure should be repeated for each vertex of the original graph. Hence, a square-
time complexity decomposition procedure is obtained. Following the described rationale,
one can accomplish (k, 0)-decomposition in O(nk−1) time.

By following the principles of the connectivity-based decomposition framework, we
not only discover process fragments used to perform process abstraction, but also
learn their structural characteristics. Structural information is useful at other stages of
abstraction, e.g., when introducing control over abstraction. Initial work on classifying
and checking the correctness of process specifications based on discovered process
fragments was accomplished in [4].

3 Abstraction Control

The task of adjusting the abstraction level of process specifications requires intensive
intellectual work and in most cases can only be accomplished by process analysts
manually. However, for certain use cases it is possible to derive automated or to support
semi-automated abstraction control mechanisms. The task of abstraction control lies
in telling significant process elements from insignificant ones and to abstract the latter.
In [6], work activities are classified as insignificant if they are rarely observed during
process execution. We were able to establish the abstraction control as investigated
processes were annotated with information on the average time required to execute work
activities. Process fragments which contain insignificant work activities get abstracted.
Hence, we actually deal with the significance of fragments which represent detailed
work specifications.

Significant and insignificant process fragments can be distinguished once a technique
for fragment comparison is in place, i.e., a partial order relation is defined for the process
fragments. The average time required to execute work activities in the process provides
an opportunity to derive a partial order relation, i.e., fragments which require less
time are considered insignificant. Other examples of criteria and the corresponding
abstraction use cases are discussed in [5].

Once an abstraction criterion, e.g., the average execution time of work activities, is
accepted for abstraction, one can identify a minimal and a maximal value of the criterion
for a given process specification. In our example, the minimal value corresponds to the
most rarely observed work activity of the process and the maximal value corresponds to
the average execution time of the whole process. By specifying a criterion value from the
interval, one identifies insignificant process fragments—those that contain work activities
for which the criterion value is lower than the specified value. Afterwards, insignificant
fragments get abstracted. In [5], we proposed an abstraction slider as a mechanism to
control abstraction. An abstraction slider is an object that can be described by a slider
interval defined by a minimal and a maximal allowed value for an abstraction criterion
value, has a state—a value which defines the desired abstraction level of a process
specification, and exposes behavior—an operation which changes its state.
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4 Correctness of Process Specifications

Process specifications define allowed process execution scenarios. As a result of
creative modeling practices, models can contain errors, e.g., have scenarios with
improper termination or contain activities that can never become enabled and, hence,
executed. The basic correctness criterion for process specifications, originally defined
for WF-nets, is behavioral soundness. In a sound process, for each activity from a
specification there exists an execution scenario (a process instance) which contains
this activity. Moreover, one can uniquely recognize the events of starting and finalizing
a process instance. SESE fragments have proven useful when decomposing the task
of analyzing behavioral correctness of process specifications. For instance, if a SESE
fragment of a process specification was shown to be sound, in the context of overall
model correctness it can be addressed as a single edge passing control flow from its
entry to its exit [4,10].
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Figure 5: (2, 0)-decomposition of the process specification (BPMN notation)

The connectivity property of process graphs, in particular (2, 0)- and (0, 2)-
decompositions of process specifications, are extensively studied in literature for the
purpose of SESE fragments discovery [2,7,9,11]. However, these techniques cannot
be applied to an arbitrary structural class of process specifications in a straight-forward
manner. Figure 5 shows the (2, 0)-decomposition of a process specification. Observe
that not all (2, 0)-fragments form SESE fragments, the ones enclosed into the regions
with a dashed borderline do not have a dedicated entry and/or exit nodes, whereas
fragments enclosed in the regions with a dotted borderline are SESE fragments. The
primary reason for this is that the process specification contains “mixed” gateways, i.e.,
control flow routing nodes with multiple incoming and multiple outgoing edges. Despite
the fact that the process from Figure 5 appears to be block structured it can expose
complex execution scenarios with control flow entering and leaving structured block
patterns through both gateways which mark the block. In [4], we show that such complex
behavior can be localized by examining structural patterns in “hidden” unstructured
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regions of control flow. As an outcome, the correctness of the behavior of process
specifications within these regions can be validated in linear time.
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Figure 6: The tree of the
triconnected components of
the process from Figure 5

Figure 6 provides an alternative view on (2, 0)-
decomposition of the process specification from Figure 5.
Here, each node represents a (2, 0)-fragment and edges
hint at containment relation of fragments. For instance,
fragment P1 is contained in fragment S1, and contains
fragments S2 and S3. Observe that one obtains a tree
structure and that fragment names hint at their structural
class, e.g., S for sequence, P for parallel block (struc-
turally, but not semantically), and L for loops, cf., [4].

In the process specification from Figure 5, fragments
S5, L1, L2, and P2 are non-SESE fragments, the corre-
sponding fragment nodes are highlighted with dark grey
background in Figure 6. Together with fragments that are
represented by adjacent nodes in Figure 6 the control flow region constitutes a SESE
fragment of hidden complex behavior with entry and exit nodes of fragment S2. The
region is highlighted with grey background in Figure 6.

In [4], we observe that process behavior within above descried regions is determined
by loop fragments, i.e., by fragments L1 and L2 in the running example. A (2, 0)-fragment
is a non-SESE fragment if and only if it has a boundary node that is a mixed gateway
which has at least one incoming and at least one outgoing edge both among internal
and external fragment edges. Moreover, a non-SESE fragment is either a loop fragment,
or it shares a boundary node with a loop fragment. In the class of free-choice process
specifications, the boundary nodes of a loop fragment cannot introduce concurrency to
the process instance of a sound process specification. Hence, the boundary nodes of
L1 and L2 fragments in process specification from Figure 5 must implement exclusive-
or semantics. Furthermore, as loops share boundary nodes with other non-SESE
fragments they imply behavioral constraints on all (2, 0)-fragments of the region. For
further information, cf., [4].

5 Conclusions

In our research we develop methods which allow the derivation of high abstraction level
process specifications from detailed ones. In order to discover fragments suitable for
abstraction, we employ structure of process specifications, which are usually formalized
as directed graphs. As an outcome, developed techniques can be generalized to any
process modeling notation which uses directed graphs as the underlying formalism.

It is a highly intellectual task to bring a process specification to a level of abstraction
that fulfills emergent engineering needs without a single perfect solution. By employing
the technique for the discovery of abstraction fragments, one can approach the problem
as a manual engineering effort. Besides, when it is sufficient to fulfill certain use
case, cf., [6], one can define the principles for the semi-automated or fully automated
composition of individual abstractions.
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As future steps aimed at strengthening the achieved results, we plan to validate the
applicability of the connectivity-based process graph decomposition framework for the
purpose of process abstraction with industry partners and to look for process abstraction
use cases for which automated control mechanisms can be proposed. Finally, studies
regarding the methodology of abstractions need to complement technical results.
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Information integration has been the typical approach to data-driven applications
in several domains, such as, enterprise applications. Applying information integration
techniques in SOA is not straightforward, because of the lack of adequate resources.
In this work, we propose a novel approach and platform to alleviate this problem and
investigate the benefits of information integration in SOA applications. This idea has
been partially incorporated in the PoSR project successfully [2].

1 Introduction

Service-Oriented Architecture (SOA) has changed the way in which IT serves business
needs. Major service providers tend to provide Web Service interfaces to their services
over the Web, e.g., Amazon, flickr, Yahoo!, eBay. This increasing number of Web
Services poses challenges and creates opportunities in both business and IT. Business
bodies need to utilize each possible opportunity to increase their profits and market
shares. Moreover, business bodies need flexible, adaptive and scalable solutions. SOA
has emerged as a solution for such challenging requirements.

Service Management has been a vital issue in SOA. This is handled by Service
Registry and Repository, which also plays the role of broker between a service provider
and a service consumer. However, managing Web Services and their associated infor-
mation is no longer an easy job that could be achieved using a traditional middleware
solution, such as a UDDI registry. This is due to the increasing complexity of services
and their associated information [11]. On the one hand, the types of service meta-
data are versatile, e.g., XML, BPEL, XSLT, WSRP, etc, and a single service could be
described in more than one type. On the other hand, Web Services usually lack ade-
quate formal descriptions.

This increasing complexity of service information influences service discovery and
selection in SOA applications, where a service consumer queries a service registry for
a required service that achieves a specific task. A service registry needs to consider as
many service description artifacts as possible to provide a precise result list to the ser-
vice consumer. When the service consumer, such as human, application, service, etc.,
receives a result list for its query, it would like to select the most suitable service from
the returned result list efficiently and effectively. Making the right choice is not straight-
forward because several factors should be considered, e.g., price, quality, reputation,
etc. Service description that is gathered from service providers and consumers is the

Fall 2009 Workshop 3-1



Information Integration in Services Computing

main source to determine which service to select. We view this task as an information
integration task, as we explain in Section 3.

The remainder of this report is organized as follows. Section 2 introduces the re-
search context and gives further details about the research problem and challenges.
We explain our proposed approach in Section 3. Then, we highlight the significant re-
search works in this field in Section 4. After that, we summarize this report and show
our future steps in Section 5.

2 Research Context

In this section, we describe our research context. We start by introducing our research
problem, then outline major research challenges, in addition to our expected contribu-
tions.

2.1 Research Problem

The available tools and frameworks that help service providers deploy their systems as
Web Services and the popular Software-as-a-Service trend have helped increasing the
number of services provided in the form of Web Services. Nevertheless, this easiness
in service creation has complicated the problem of service reusability because those
services usually lack enough description artifacts that help service consumers select
the most appropriate service for their needs.

The complexity of SOA systems hinders employing SOA in several domains, in
particular in real-time applications. Ideally, a service consumer issues a service call to
a service provider, in order to invoke a specific service. The service provider returns the
result of that query to the service consumer. In real word scenarios, this is not usually
the case. A service might be no longer available, unavailable at the moment of its call,
or unable to serve this request. Reacting to this situation pushes complexity inside the
SOA application. In our approach, this complexity is hidden inside the service broker
component, as shown in Section 3.2.

SOA has been proposed to bridge the gap between business and IT environments.
But, SOA environments (both business and IT) are dynamic by nature. Typically, ser-
vices appear and disappear often. To respond to such a situation – while achieving
maximum business benefits – a service consumer needs to use a reliable service reg-
istry, use several service registries, or deploy a complex application, which reacts to
expected failures or exceptions. Unexpected failures or exceptions remain threats to
application’s sustainability and reliability.

In our research, we aim at enriching service descriptions, maximizing the benefits
of existing descriptions, and integrating all available resources to provide the highest
precision for service discovery and selection. Our research statement is summarized
in this question: How to enrich, integrate, and manage service descriptions efficiently
and what are the benefits of enriching service descriptions in SOA?
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2.2 Research Challenges

The key challenges that drive our research include:

Dynamic SOA and business environments: Business needs and conditions are al-
ways changing by nature. To respond to these changes, services and service
providers have to adapt by modifying their services or providing new services in
a time-effective manner.

Increasing complexity: This complexity of services is due to the increasing number
of tools, frameworks, domains, and business needs that support or require Web
Services. In most cases, this is reflected in the lack of adequate service descrip-
tion artifacts.

Heterogeneity: Different techniques and formats are used to describe and provide
services. Different parties in SOA environments may have different notions of the
same concept, e.g., reputation, business objects. Furthermore, different scales
could be used to describe the same notion, e.g., trust level.

Inadequate criteria for service discovery and selection: Full-text search is usually
used by service registries as a means of service lookup, but the quality of the
result list depends on the information used to lookup a service. Furthermore,
non-functional requirements of the services should be considered in the lookup
process to make service discovery more comprehensive.

The expected contributions of this work include:

• A set of techniques to enrich service descriptions.

• Model of service data quality.

• A novel approach to enhance service selection and discovery.

• Assessment methods of service discovery by service consumers.

• An integration environment for SOA applications.

• A smart service registry and repository, coined “Deposr”.

3 Our Approach: Non-traditional Information Integra-
tion

In our approach, there is a substantial difference between information integration in
SOA and traditional information integration. This difference leis in the heterogeneous
types of data, on which we apply our information integration techniques. For example,
WSDL files have structured and semi-structured data, whereas, a category (metadata)
is a simple label. On the other hand, service’s quality measures can be represented
as a complex matrix. Integrating all these versatile types of information requires more
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than traditional information integration techniques, as we explain in this section, where
we give more details about our proposed approach to information integration in SOA.
We start with an overview of the proposed environment and its expected features, then
we show further implementation details.

3.1 Deposr: An Information Integration Environment

Our SOA information integration system is coined “Deposr”. The three layers of Deposr
are depicted in Figure 1. The storage layer (Layer 1) manages all relevant information
about the services, such as services’ data, metadata, community annotations. Several
internal functions are required to acquire and manage this amount of data, such as val-
idate and update service data, integrate community annotations. This set of functions
is provided via Layer 2. On top of the storage and internal functions layers, Layer 3 pro-
vides several useful features for service consumers, such as service lookup, service
recommendation, service quality assessment. In the sequel, we explain these layers in
a bottom-top order.

The Storage Layer controls several classes and types of information about the ser-
vices that are managed by Deposr. Data class includes structural and semi-structural
data, such as WSDL and WADL files. This class is typically provided or acquired
from service providers. The second class, metadata, includes information about the
managed services, such as invocation frequency, information about service providers,
category. This class is derived from services’ data and their calls. Invocation metadata
is gathered by analyzing services invocations, which helps us get more information
about each service, its inputs and outputs, in which context it is being invoked, and in
conjunction with which other services it is being invoked. Additionally, users who would
like to help Deposr improve the quality of its features and assess the quality of ser-
vice discovery could also provide explicit feedback and annotations about the services
that they have used. This information falls in the community annotations class. Fur-
thermore, a consumer’s profile tracks service usage history where information about
previous services’ invocations by each consumer is tracked and gathered. This infor-
mation is helpful for the consumer and for other similar consumers. We can make use of
this history of invocations to rank the list of retrieved services according to consumer’s
preferences (tastes) that we derive from its previous service usage. Other similar con-
sumers – in terms of preferences and tastes – could also get more accurate results
based on the behavior of similar consumers, which is derived from usage history.

To manage, control, and integrate the different types of storage information, and to
provide the essential and value-added features of Deposr, several internal functions are
required. This set of internal functions represents the Internal Functions Layer, Layer
2 in Figure 1. Part of these internal functions control the different types of information in
the Storage Layer, such as validate and update service data, manage service informa-
tion and user interface and description. Other internal functions create or extract new
information about services from services invocations and community annotations. This
latter set of internal functions provides a set of techniques to enrich service descrip-
tions. Bringing all these classes of information require a service data quality assurance
internal function that performs required information quality techniques on the level of
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Figure 1: The Architecture of Deposr

the information in the Storage Layer.
Fundamental and value-added features of Deposr are made available via the API

Layer; Layer 3. Service lookup is a fundamental feature that enables service con-
sumers find services, which fulfill their needs. As we use enriched service descrip-
tions and employ new models to fulfill non-functional requirements, this enhances ser-
vice selection and discovery. Result aggregation has been a popular research trend:
search results from several systems are aggregated in one list, to obtain more accurate
and comprehensive results. For instance, Metacrawler (http://www.metacrawler.com)
submits user queries to several search engines, e.g. Google, Yahoo!, Windows Live
(Bing), and Ask, and aggregates the different individual result lists, it gets back from
those engines, into a single result list. This principle can also be adapted to data Web
Services, where the results of several similar services’ invocations are aggregated into
a single result list, e.g., news items. Nevertheless, the aggregation of several result lists
is not practically useful if the resulting aggregated list is simply too long. This limitation
is handled by adapting the principles of focused retrieval. The task of focused retrieval
is to specify the most relevant parts of each item in the result list and report them in-
stead of reporting the entire items to the user. By tracking consumers usage history,
we can apply a service recommendation feature, where service consumers get a list
of recommended services or services that were used by similar consumers. Deposr
allows service providers to add their services to the system manually. Additionally, we
employ crawling techniques and other heuristics that we have developed to automat-
ically gather Web Services on the Web. This set of features help service consumers
respond to the dynamic changes in SOA and business environments by keeping their
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(a) Traditional service registries (b) The role of Service Invocation Proxy

Figure 2: The traditional role of service registry and the extended role of the Service
Invocation Proxy

information up-to-date.
The unified service description, which we get from the different types of service

information, helps us provide and evaluate more quality attributes to provide an en-
hanced set of service quality assessment. Service discovery is usually based on func-
tional requirements, e.g., the operation of each service. Nevertheless, non-functional
requirements, e.g., reliability, accuracy, accessibility, consistency, timeliness, availabil-
ity, relevancy, efficiency, usability, security, trust, etc., are vital criteria, especially in
business. Several approaches have been proposed to handle this issue. Some ap-
proaches use information provided by the service provider to evaluate Quality of Ser-
vice (QoS) attributes for that specific service provider [6]. Other approaches make use
of service consumers’ ratings for the used services [7]. In our approach, we combine
both approaches and augment them with a third source of information to evaluate QoS
attributes for a service provider, a service, and a service consumer (e.g., reputation).
This source is the invocation metadata, which we derive from service invocation anal-
ysis.

3.2 Web Service Invocation Proxy

Traditionally, a Service Registry and Repository (see Figure 2 (a)) acts as a broker
between service consumer and service provider. The role of the service registry ends
when the suitable service is discovered by the service consumer. Afterwards, the ser-
vice consumer contacts the service provider to request achieving the required task.

In our research, we propose an extended architecture where a service invocation
proxy acts as a mediator between service consumers and service providers. This
extended architecture is depicted in Figure 2 (b). A service consumer queries the
service registry to find an appropriate service. After that, the service consumer sends
a request to the service invocation proxy to use the selected service. The service
invocation proxy issues a service call to the service provider to invoke the service and
sends the result back to the service consumer. If the service is no longer available, the
service invocation proxy notifies the service consumer with a list of alternative services.
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If the selected service is not available at the moment, or the issued service call takes
much time, then the service broker can suggest making another call to a similar service
transparently.

The proposed architecture has several advantages. It hides the complexity of SOA
applications by moving some complex tasks, e.g., fault tolerance, which would be
achieved by each SOA application separately, into the service broker. Moving such
tasks into the service broker enables it to achieve them more efficiently because it
can access more service calls and their associated invocation information. Another
advantage of this architecture would be caching. Suppose that hundreds of service
consumers issue separate service calls to a few weather forecast services. If the ser-
vice invocation proxy is deployed in this scenario, then the number of service calls will
be reduced by providing a cached copy of the service result from previous service calls.
This will reduce network traffic and load on services.

The storage layer of Deposr, as depicted in Figure 1, is served by the service reg-
istry component and the service invocation proxy. The data and metadata are managed
by the registry, whereas the invocation metadata, usage history, and community anno-
tations are managed by the service invocation proxy (Figure 2 (b)). Both components,
service registry and service invocation proxy, are the main source of data used to pro-
vide internal functions and API’s.

3.3 Invocation Analysis

Invocations are either automatic invocations or invocations done by service consumers.
For new services, automatic invocations would be necessary to generate information
about the new service, so that, for instance, quality measures of that particular service
can be carried out. Invocation analysis are achieved through Web Service Invocation
Proxy, as we described in Section 3.2. On the other hand, tracking users’ invocations
of services through the system can be a useful source of information. Each service call
is tracked and “sampled” to extract metadata about the invoked service.

Invocation analysis are especially beneficial for new services which have not yet
been evaluated by service consumers and lack enough information, which is necessary
to achieve a precise service discovery. Moreover, for services that have been already
used and evaluated by service consumers, our approach is still beneficial because
a combined source of information is used to measure service quality and enhance
the quality of service discovery. Additionally, invocation analysis helps alleviate the
increasing complexity in SOA by sampling so many service calls issued by several
service consumers in diverse domains by gathering more information that can be used
to understand these services better.

To illustrate the value of invocation analysis, we introduce a simple example to ser-
vice quality. Buying an item online includes two broad activities: ordering the item and
shipping the ordered item. Usually, different service providers are in charge of each
activity. In most cases, more than one service provider can achieve the same task.
See Figure 3. Two service providers (B and C) can ship the ordered item, but the buyer
decides which one to choose. Suppose that service provider (A) and service provider
(B) have a business partnership, which is reflected in handling the item from (A) to (B)
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Figure 3: A composite service for ordering and shipping an item online.

in less time, say in the same day. On the other hand, delivering the item from (A) to (C)
takes 2-3 days. Furthermore, suppose that both providers (B) and (C) take the same
time to deliver the item to the buyer, say 3 days. Shipping the item through (B) takes
around 3 days, whereas, shipping the same order via (C) takes 5-6 days. Following
the traditional SOA approach where the entire composite service is viewed as a single
service, the total time required to execute this service call will be 3 days, in the case of
(B) and 5-6 days in the case of (C). This gives (B) advantage over (C) with respect to
time, but this is not accurate, because both providers (B and C) need 3 days to deliver
the item.

Applying our approach gives different results. By analyzing each individual service
call, we can evaluate quality attributes for each service separately. Additionally, ana-
lyzing several service invocations issued by service consumers help us provide more
accurate quality measures for each service.

4 Related Work: Service Brokers

In this report, we only highlight most relevant projects and papers in this field. For a
detailed overview of related work, please, refer to [1].

Public UDDI Business Registries were shutdown, because they did not prevail in the
domain of public Web Services [9]. ebXML registries, e.g., FreebXML [4], were pro-
posed by OASIS (http://www.oasis-open.org) to handle this issue. Existing service
registries and repositories still have limitations, e.g., inadequate functions, support-
ing limited Web Service types, etc. IBM’s WebSphere Service Registry and Reposi-
tory does not support all service metadata, e.g., WSRP [5]. SUN’s Service Registry
and Repository is based on both ebXML and UDDI, but is limited to Web Services
only [10]. Centrasite is based on UDDI and limited to Web Services inside the organi-
zation only [3]. FreebXML is an open source registry, which is based on ebXML [4].
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The notion of proxies in SOA was introduced in [8] as an agent-oriented, integrated
component in service consumers to evaluate the reputation, and level of trustworthi-
ness of services and service providers, respectively.

5 Summary and Future Work

The increasing number of web services and the easiness of creating Web Services
from existing software applications have been increasing the complexity of SOA sys-
tems and making service discovery and selection, evaluating service quality, and pro-
viding fundamental and value-added features more and more challenging. The main
reason for these limitations is the lack of enough information and descriptions associ-
ated with these services. In addition to other reasons that help complicate the problem
further, such as the dynamic nature of SOA and business environments. In this report,
we introduced a new integration environment for SOA applications, where we integrate
different sources of information about services to provide the required features and
value-added features in SOA.

All parties involved in a SOA application are taken into consideration and infor-
mation from these parities is gathered. This information includes data from service
providers, e.g., WSDL, metadata which is stored in the registry, e.g., category, commu-
nity annotations and consumers feedback, invocation metadata, and usage history. All
these different types of information are then used to create a unified service description
for each service using non-traditional information integration techniques.

One important aspect in this context is privacy and information security. Therefore,
this architecture fits better for SOA applications inside the boundaries of a single or-
ganization. Further schemes for privacy and information security are part of our future
work.
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The original context-oriented programming approach does not provide dedicated
means for the representation of event-specific context-dependent behavior. In this re-
port, we motivate both the need for event-specific context-dependent behavior and
appropriate constructs provided with our JCop programming language extension in its
support. We present both a reimplementaion of an example discussed previously to
show the improvement achieved based on the application of our newly introduced lan-
guage constructs and a service-based application which we set up to evaluate JCop in
a distributed environment.

1 Introduction

With the increasing demand of personalization and mobility of applications, context
awareness gets a distinguishing feature for software systems. Context-aware appli-
cations consider context-information, which can be any information computationally
accessible, for individual computation. Depending on their context, actors regard a
software system from different perspectives. Actors can be objects of the system itself,
software developers, or end-users. More formally, a context is constituted by predicates
that evaluate its presence and a set of behavioral variations that reflect the context-
specific behavior. Context-specific behavior variations are often crosscutting concerns
whose implementation is scattered over a decomposition. Therefore, a major task for
context representation is the modularization of these crosscutting concerns. Besides
modularization, context-specific concerns require means for fine-grained expression of
their composition.

Context-oriented programming [5] (COP) is an approach to represent context-
specific concerns that focuses on dynamic composition of control flows. COP allows for
the definition of layers, cross-cutting modules that encapsulate behavioral variations.
Layers are composed at run-time to the system behavior that is required in a certain
context. In general, a context can appear at any point in an execution graph. Moreover,
at the same time, several clients can regard an object from within different contexts. For
these control-flow specific contexts, COP provides the with statement, a construct that
allows for the composition of layers for the dynamic extent of a specific computation.

In this paper, we report on our recent research on context-oriented programming.
We present JCop, a COP-based programming language with explicit support for event-
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specific context. Moreover, we discuss the development of context-aware service-
based systems and their implementation using COP.

Section 2 gives an overview of COP and ContextJ. Section 3 motivates the need for
explicit support of event-based context that is addressed by JCop, which is presented
in Section 4. Section 5 reports on another thread of our research, the adoption of COP
in service-based applications. A summary and next steps are provided by Section 6.

2 Context-oriented Programming for Java

Our research is based on the context-oriented programming approach. In the following,
we give an overview of COP and ContextJ [2–4], our earlier COP language extension
to Java.

2.1 Context-oriented Programming

Context-oriented programming [5] (COP) addresses the development of systems,
whose behavior varies depending on their context of use. In most cases, a behav-
ioral variation is not implemented by a single object; instead, it is distributed over a
team of collaborating objects. Such distributed functionality is denoted as crosscutting
concern [6]. The modularization and composition of crosscutting concerns requires
additional language abstractions beyond object-oriented programming. COP allows for
the convenient expression of behavioral variations that cut across a system’s domi-
nant decomposition. Context-dependent functionality is explicitly represented and can
be dynamically composed at run-time. Context that requires a composition of behav-
ioral variations can be everything that is computationally accessible [5], such as state,
control flow, or properties of the system’s environment.

Layers. Behavioral variations are implemented by layered methods that consists of
a base method definition and at least one partial method definition, which is defined
in a layer. A base method denotes the Java method definition that is executed when
no active layer provides a corresponding partial method. A partial method definition
implements the functionality of a behavioral variation that extends or overrides a base
method definition for the time the layer is active.

Dynamic composition. Layers can be composed at run-time. Invocations of layered
methods are first send to their active partial method definitions. During its execution,
a behavioral variation can proceed to a corresponding partial method in another active
layer or, if such method does not exist, to the base method definition. If more than
one active layer provides a partial definition for a layered method, the order of layer
activation defines the proceed chain, in which the layer activated last is accessed first.
Per default, layer activation is scoped per thread and to the dynamic extent of a block
of statements.

4-2 Fall 2009 Workshop



DRAFT compiled: 2009-12-16 17:00(local time) — SVN-

3 EVENT-BASED CONTEXT-SPECIFIC BEHAVIOR

2.2 ContextJ

The ContextJ1 [2–4] programming language is an extension to Java and features the
layers-in-class style [5]: each class affected by a layer L contains a declaration of L that
contains partial methods for its class. Thus, classes contain their own context-specific
variations.

A layer definition consists of an identifier and a list of method definitions. These
definitions specify either new methods that are visible in the scope of their layer, or
partial method definitions, whose signature must correspond to a base method in the
hierarchy of the enclosing class. During layer activation, invocations of this method are
dispatched to the definition provided by this layer.

The built-in pseudo method proceed can be used to explicitly invoke the next par-
tial method definition (or the base method). Both the return type and the expected
arguments of proceed conform to the method’s signature.

To control scoped layer activation, ContextJ provides the with block statement that
can be used in method bodies. It consists of list of expressions of the built-in type
contextj.lang.Layer. The without block construct, as counterpart to with, is used
for explicitly disabling layer execution for a certain control flow.

3 Event-based Context-specific Behavior

In this section, we present a case study in which we first apply ContextJ, our earlier
COP language, and discuss its strength and weaknesses in the domain of event-based
systems. In Section 4 we will revisit this example using our new language abstractions
provided by JCop.

3.1 Motivation

Besides control-flow specific contexts, which is addressed by COP’s with statement,
event-specific context can influence a system’s behavior. We observe two key prop-
erties that distinguish event- and control-flow specific context: First, context enter and
exit is control-flow independent. For instance, a mobile phone could change its behav-
ior, i.e, changing display brightness and disconnecting network connections, when its
battery power decreases 10% and as long as the power stays lower than 20%. For
this period of time, any computation of the cell phone should use the respective lay-
ers. Second, events can constitute a new context asynchronously. Such asynchronous
context changes that cause immediate system adaption may lead to inconsistent com-
putations.

With the abstractions of state-of-the-art COP languages, event-specific context can-
not be represented without scattering layer composition statements over the program.
Furthermore, for event-specific layer activation we need a save mechanism that does
not lead to inconsistent state.

1ContextJ is available for download at http://www.hpi.uni-potsdam.de/swa/cop
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1 import layer RTFWidgets;

2 import layer CodeWidgets;

3

4 public class CJEditWindow

5 extends QMainWindow {

6 ...

7 layer RTFWidgets {

8 private QMenu formatMenu;

9 private FormatToolBar formatToolBar;

10

11 after private void showMenus () {

12 ...

13 }

14 after private void showToolBars () {

15 ...

16 }

17 after private void hideWidgets () {

18 ...

19 }

20 after private void showWidgets () {

21 ...

22 }

23 }

24 }

1 public class CJEditWindow

2 extends QMainWindow {

3 ...

4 void onCursorPositionChanged () {

5 with (getLayersOfPreviousBlock ()) {

6 hideWidgets ();

7 }

8 with (getLayersOfCurrentBlock ()) {

9 showWidgets ();

10 }}

11 void onPrint () {

12 with (getLayersOfPreviousBlock ()) {

13 ...

14 }}

15 void onSave () {

16 with (getLayersOfPreviousBlock ()) {

17 ...

18 }}

19 void onFileNew () {

20 with (getLayersOfPreviousBlock ()) {

21 ...

22 }}

23 }

Figure 1: left: Layered specification of task-dependent GUI Widgets. right: Layer
compositions within event handlers.

3.2 Case-Study: CJEdit

In a case study, we develop an event-based context-dependent GUI application using
ContextJ. CJEdit is a programming environment that supports rich text comments within
ContextJ programs.

3.2.1 CJEdit

The CJEdit editor is equipped with syntax highlighting, an outline view, and a compi-
lation/execution toolbar. In addition, it allows to format ContextJ compilation units with
rich text comments. For this task, the editor provides rich text formatting features, such
as font family, size, style, and color modifications. Through the combination of rich text
and source code, CJEdit documents are single-source, executable representations of
code and documentation. Both activities require different functionality, therefore our
application supports focusing on the actual task at hand by offering only relevant tools,
menus, and widgets. A context switch between text editing and programming features
is either directly triggered by the user, or on text cursor change: While writing new text,
the user can enter the programming mode by pushing a toolbar button. Whenever the
text cursor is moved through the document from text to code and vice versa, the GUI
elements are changed accordingly.
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3.2.2 Implementation

CJEdit is implemented using ContextJ and the Qt Jambi GUI Framework. The editor
consists of approximately 1400 lines of code, where most parts are written with plain
Java constructs and the help of the Qt GUI Designer. The overlay of task-specific user
interfaces and behavior is implemented in ContextJ. The system contains layers that
encapsulate rich text and programming widgets such as toolbars and their correspond-
ing behavior.

Figure 1 (left) shows the implementation of a layer that encapsulates widgets for
the rich text edit-specific user interfaces. It provides partial methods that are executed
after the execution of their base methods. On a task switch, the system hides specific
GUI elements by calling hideWidgets and invokes the showWidgets, showMenus, and
showToolBars methods. Thus, the layers extend hideWidgets with a partial method
that removes the layer-specific widgets.

The editor’s underlying document tree represents each text line as a text block node.
Each block holds a list of layers that should be activated when it is focused. By default,
blocks refer to the layers responsible for rich text behavior. If the user switches to the
programming activity (by pressing the ’code environment’ button in the toolbar), the
following text blocks are linked with programming environment-specific layers.

Layers are recomposed whenever the type of the focused block changes from rich
text to code block, and vice versa. This change is explicitly activated by entering or
leaving the programming activity (by pressing the code button) or on moving the text
cursor between blocks of different types.

For the dynamic extent of the recomposition, the layer list of the current block is
activated. The composition is triggered by the onCursorPositionChanged event, as
depicted in Figure 1 (right). First, hideWidgets is invoked in the context of layers of
the previous block to remove their specific widgets. The GUI elements are then recom-
posed with the layer composition of the current block.

3.3 Lessons Learned

The two main behavioral variations implemented in our example, namely rich text edit-
ing and program development have been implemented using layers. The layers contain
partial method definitions that implement the variations of the default behavior of cer-
tain methods. The user-based behavioral switch can be mapped directly to dynamic
layer composition.

Besides these benefits, we had to consider some characteristics of GUI-based pro-
gramming that led to additional challenges for the ContextJ-based implementation. The
two most important findings are explained in the following.

First, user interaction with GUI behavior is less control flow-centric but rather event-
driven. This complicates dynamic extent-based layer composition as proposed origi-
nally by COP. On user interaction – such as printing the document, writing new text,
or moving the text cursor through the document – the layers of the current block must
be activated in their respective control flows. In the source code, this issue is man-
ifested as repeated with statements in the event callback methods, which itself is a
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crosscutting concern. Another issue is the intrinsic difference between declarative GUI
specifications and dynamic behavioral variations. The exclusive specification of layer-
specific widgets is not sufficient, we also need auxiliary methods such as showWidgets

and hideWidgets, and explicitly trigger their execution after layer activation. In an more
declarative solution, we would only need to specify the GUI variations and add them to
the internal structure. With the activation of a layer, the layered state of this structure
would be activated, too.

Based on these findings, we developed a programming language that is capable of
the original COP features and additional abstractions for event-based context.

4 Event-based Context Representation with JCop

Based on the experiences discussed in the previous section, we present the JCop lan-
guage that extends ContextJ with new composition mechanisms for a more declarative
expression of event-specific context activation. In the following, we revisit our CJEdit
application using the JCop’s new language constructs.

4.1 Modularization

Layers can either be defined within the classes for which they provide behavioral vari-
ations (layer-in-class), or in a dedicated top-level layer similar to an aspect (layer-in-
class) [1, 5]. Besides the structural differences of the two declaration styles, layer-
in-class can access and extend the host object’s internal state and methods, while
class-in-layer are restricted to public interfaces. Developers can decide per situation if
they prefer to define a layer within it’s host object, allowing private member access, or
to declare all partial definitions of a layer as one layer module to reduce scattering.

Besides partial methods known from ContextJ, partial fields override the state of
their base definition and persist these state over layer deactivations. In additions, layers
can contain auxiliary methods and fields that are only visible within the scope of their
layer.

4.2 Declarative Layer Composition

JCop adopts control-flow specific layer activation from ContextJ. As we identified in our
case-study, some layer activations have multiple entry points, requiring repetition of
identical with statements. To avoid this cross-cutting concern, JCop supports declar-
ative with statements. Using a pointcut-like construct adopted from aspect-oriented
programming, a layer composition can be bound to multiple (join-)points. The following
listing depicts the use of declarative with statements in CJEdit.

1 on(* *. onPrint (..)) ||

2 on(* *. onSave (..)) ||

3 on(* *. onFileNew (..)) {

4 with(getLayersOfCurrentBlock ());

5 }
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The statement declares that the dynamic extent of the executions onPrint,
onSave, and onFileNew is executed with the layer composition returned by
getLayersOfCurrentBlock().

4.3 First-class Event-based Context

Using declarative with statements solves the issue of scattered with statements, but
although we have reduced code repetition, we still need to handle the context change
event within the business logic of our text editor. For instance, the editor provides meth-
ods to access the layers of the current and previous text node, which need to be stored
by the application. For a better separation of concerns and an even more declarative
description of context change, JCop provides event-based layer composition which is
based on declarative layer composition. The next listing presents two declarative with
statements using when to express the event that triggers context activation.

1 ( on(* *. onPrint (..)) || on(* *. onSave (..)) || on(* *. onFileNew (..)) ) &&

2 when(TextEditor.getInstance (). getBlock () == BlockType.Programming) {

3 with(CodeWidgetes , SyntaxHighlighting , Outline );

4 }

5

6 ( on(* *. onPrint (..)) || on(* *. onSave (..)) || on(* *. onFileNew (..)) ) &&

7 when(TextEditor.getInstance (). getBlock () == BlockType.Commenting) {

8 with(RTFWidgets );

9 }

The on expressions specify the method executions whose dynamic extents use a
layer composition. The when predicate specifies a runtime condition that must be ful-
filled. In many cases we can omit the declaration of the start of our dynamic extent.
A shorthand notation that only describes the event predicate for our CJEdit example
would be:

1 when(TextEditor.getInstance (). getBlock (). getType () == BlockType.Programming) {

2 with(CodeWidgetes , SyntaxHighlighting , Outline );

3 }

4

5 when(TextEditor.getInstance (). getBlock (). getType () == BlockType.Commenting) {

6 with(RTFWidgets );

7 }

JCop provides a first-class context construct as a dedicated location for the com-
position statements shown above. In addition to composition statements, contexts can
contain auxiliary methods and fields The following listing shows a first-class context
specification for the programming context.

1 context Programming {

2 when(getBlockType () == BlockType.Programming) {

3 with(CodeWidgetes , SyntaxHighlighting , Outline );

4 }

5

6 private BlockType getBlockType () {

7 TextEditor te = TextEditor.getInstance ();

8 return te.getBlock (). getType ();

9 }

10 }
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Figure 2: Architecture of the ticket shop system.

5 Using JCop for the Development of a Service-based
Ticket Shop

As in any software system, the behavior of a service component can depend on context
information. However,

Therefore, we investigate, weather our language abstractions are applicable for
service-based systems. In the following, we report on our first results in developing
a service-based application using JCop.

5.1 Motivation

Service-based systems are mostly heterogeneous environments, including services
that are implemented in different languages and run on machines with different prop-
erties. In addition, different types of client applications, such as rich clients, mobile
clients, and Web-based clients, can use the same service infrastructure from different
execution contexts. Especially mobile clients often provide context information that is
relevant for computation.

To evaluate the properties of COP language abstractions in a service-oriented sce-
nario, we implement a service-based ticket shop that adopts a ticket shop use-case
by W3C [8]2. A travel agency offers to book vacation packages including train tickets
and hotels. Service providers are providing Web services to query their offerings and
perform reservations. TrainBookingService employs LocationService for the com-
putation of train connections. To purchase tickets, credit card companies are providing
services to guarantee payments made by consumers.

To create a heterogeneous service environment, we implement our application in
Python and Java using RPC libraries, and provide two different clients. Our Web

2The system has been developed in collaboration with Michael Perscheid. We will both share this
infrastructure as a base for our research experiments.
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Figure 3: Layer compositions during a service call.

client is based on Smalltalk/Seaside [7], the rich client is a Java/Swing applica-
tion. Figure 2 presents the application’s key components. TrainBookingService and
HotelBookingService offer methods to lookup and book the their respective products.
Both services use CreditCardTransactionService to accomplish bookings.

5.2 Context-aware Behavior

The ticket shop example contains several context-dependent concerns that we imple-
ment using COP. Context can either affect only one module or larger parts of the sys-
tem, including several services. In the first case, the scope of a layer composition
begins and ends within the same module without crossing distribution boundaries.

In the second case, the dynamic extent of a layer composition includes calls to other
services. Due to loose coupling, we cannot anticipate that another service provides
the same layers as the consumer. Thus, passing the current layer composition to the
service is inappropriate. Instead, the service should be informed about the context
of the service call in an abstract way. The service can then decide how it varies its
response according to this information.

An example for the latter case is CreditCardTransactionService can be called
using RSA or Elgamal cryptography, see Figure 3. Which of them is used depends
on context information of the consumer that is exposed to the service. The encryption
context is passed as an additional parameter. The credit card service composes its
layers according to this context information.

6 Summary and Next Steps

In this report, we motivate the explicit support of event-based behavioral variations in
context-oriented programming language extensions. We discuss the benefits and some
shortcomings of this implementation, which led us to the design of JCop, a COP-based
language that adopts ideas of aspect-oriented programming for a more declarative
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representation of event-based context. Furthermore, we report on the implementation
of a service-based ticket-shop scenario using COP.

In future work, we will extend the event-based context specification presented in this
report to support asynchronous context enter and exit predicates. In addition to control-
flow- and event- specific context, we will develop a semantics of object-specific context
that is relevant, for instance, in role-based scenarios. Furthermore, we will evaluate
the concepts developed in the course of this thesis. As a part of this evaluation, we will
extend our ticket shop scenario and develop a framework for context propagation over
distribution boundaries.
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(a) (b) (c) (d) (e)

Figure 1: Examples of image layers that are provided by WPVS++: (a) color layer, (b) depth
layer, (c) object id layer, (d) normal layer, and (e) mask layer.

Depth layer: A depth layer describes the distance to the camera for each pixel.
Depth images can serve for multiple effects, e.g., for computing 3D points at each
pixel of the image (image-based modeling) or for various rendering techniques such
as depth-of-field effects. Furthermore, depth information represents a major means to
compose multiple images generated from the same camera position.

Typically, graphics hardware provides logarithmic and linearized depth values z 2
[0;1]. Different from this, we suggest to provide depth values as distances to the virtual
camera in meters. This representation abstracts from computer graphical details and
the distance values can be used without additional computation in many applications.

Depth values are stored in IEEE 32 bit Float representation as images by seg-
menting their byte representations and assigning them to the color components of a
pixel. Due to the direct storage as color components, resulting depth images possess
very little pixel-to-pixel coherence, and should not be stored by lossy image formats.
Thus, we suggest at least 32 bit (RGBA) images for this type of depth value storage.
Consequently, a service consumer has to recompose the depth values from the color
components of the requested depth layer.

Object id layer: An object id layer contains a unique id for each pixel that refers to
a scene object. Using this information, we can select all pixels that show a specific
feature, e.g., for highlighting, contouring or spatially analyzing the feature. For facili-
tating consistent interaction across multiple images, object ids should be unique over
multiple requests. For that, they could be computed from an object id that is unique for
the whole dataset.

Normal layer: A normal layer describes the direction of the surface normal at each
pixel. This could be used for the subsequent integration of additional light sources and
the adjustment of the color values around that pixel, e.g., for highlighting scene objects.
Each vector component (x, y, z) of the normalized normal vector in camera space is
encoded as color component (R, G, B) of a 24 bit color image.

Mask layer: A mask layer contains a value of 1 for each pixel that covers a scene ob-
ject and 0 otherwise. Thus, a mask layer can be stored as 1 bit black and white image.
It could support the easy altering of the scene background or provide information about
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unused image space, which could be used, e.g., for blending advertisement, labels,
etc.

Category layer: A category layer classifies the image contents on a per-pixel
basis; the classification could be based on, e.g., feature types, object usages, or
object names. The Category layer extends the so far described concept; it consists
of an object id layer and a look-up table that lists for each object id the corresponding
category.

Each image layer is encoded by standard image formats. This means to support
the same principles for data encoding, data exchange, and client-side data loading
and processing for all image data. Additionally, using images allows for applying state-
of-the-art compression algorithms. For color data, which is dedicated for perception
by humans, lossy compression algorithms can be used; for this data, JPEG mostly
represents a suitable data encoding format. For data that requires exact values for
each pixel, lossless image compression must be applied; we suggest PNG to encode
this image data. PNG is also used for color images that shall contain transparency.
Technically we encode JPEG images by 24 bit per pixel and PNG images by 24 or
32 bit per pixel. Higher data accuracies could be reached by using image formats
with higher bit rates, e.g., 32 (48) bit images or even 48 (64) bit images. Drawbacks
include increased image size and, thus, transfer load, and processing time at both the
service-side and the consumer-side.

3.2 Image Sets

Various applications could require to fetch multiple, spatially coherent image layers from
the WPVS++. As the WPVS++ is a stateless service (i.e., each service request is self-
contained and its processing is independent from any preceding request), it potentially
has to fetch, map, and render disjunctive sets of geodata for each service request. In
particular, this is relevant when considering large 3DGeoVEs or remote data sources
to be visualized.

From a performance point of view, it could be better to support multiple image layers
within a single WPVS++ response. Provided that the requested views are spatially
coherent (i.e., they are located close to each or have overlapping view frustums), this
could reduce the number of switches of the rendering context. As an additional benefit,
the network communication overhead caused by multiple requests is reduced.

These image sets could provide multiple image layers for the same camera specifi-
cation (e.g., a set consisting of a color layer, depth layer, and object id layer) as well as
images for different camera specifications (e.g., perspective views along a path through
the 3D world).
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3.3 Convenient Camera Specification

The current OGC WPVS provides a camera specification that is based on a point-of-
interest (POI) and is not convenient for many applications. For example, specifying a
setting that shows a view out of a window to a specific point in the 3D world demands
for laborious computations for deriving distance, pitch, yaw, and roll angles.

As various applications could profit from a different specification of the view frustum,
the WPVS++ replaces the camera specification by another one that is based on only
three vectors: the 3D coordinate of the camera position (POC), the 3D coordinate of
the point-of-interest (POI), and an optional camera up vector (UP) for specifying camera
rolls. Furthermore, parameters for near plane and far plane are required; they describe
the culling volume used during the rendering process and are necessary, e.g., for the
generation and usage of depth image layers. For the specification of distorted images,
we suggest replacing the angle-of-view parameter by a field-of-view angle in degrees in
horizontal direction (FOVY) and to complement it by the optional vertical angle (FOVX).
If FOVX is not specified, it is derived from the image dimensions.

3.4 Non-Perspective Projections

The current OGC WPVS is intended for central perspective projections only. Comple-
mentary, an image-based 3D portrayal service could offer additional projection types,
such as orthographic projections, which are used, e.g., for architectural applications.

For extending the WPVS++ for orthographic projections, we suggest an alternative
camera specification Orthographic that is controlled by the parameters Left, Right, Top,
and Bottom, which describe the borders of the cuboid view frustum.

Beyond perspective and orthographic projections, a 3D portrayal service could sup-
port more advanced projection types such as oblique images, panoramic views, or
multi-perspective views. While some of these projections could be generated from 2D
images as provided by the current WPVS implementation, others require geometric
information and, thus, are an integral part of the rendering process and need to be
implemented by the 3D portrayal service itself.

3.5 Requesting 3D Coordinates and 2D Positions

Retrieving 3D geocoordinates for a specific 2D pixel position in a generated image is
useful for many applications (e.g., specifying the position of an intended annotation).
For this, the WPVS++ provides a GetPosition operation. As the WPVS++ is stateless, in
addition to the 2D pixel position the image specification of the original GetView request
has to be part of the GetPosition request. This operation is useful for navigation in
the visualized 3DGeoVE: A user could select two image pixels that specify the desired
point of camera and point of interest; the client requests corresponding 3D coordinates,
and uses these for specifying the camera in a subsequent GetView request.

The other way round, the WPVS++ can compute the pixel position of a 3D co-
ordinate if this 3D position is within the view frustum. Again, this could support the
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interaction capabilities; for keeping orientation values high, a client could e.g., request
the pixel position, where the virtual camera was located in the view before.

3.6 Requesting Feature Information

Similar to a WMS, a GetFeatureInfo operation provides extra information about the
geoobjects at a specific pixel position. According to the underlying data source and its
capabilities, various response formats are supported, e.g., attribute names and values
in XML format or GML-structured data sets. Additional formats can be supported and
specified as mime type within the service request. In the case of structured responses
(e.g., in GML format), the WPVS++ operation GetLayerInfo can be used for retrieving
schema information for specific datasets.

3.7 Navigation Support

Navigation represents a fundamental interaction type for 3DGeoVEs. From virtual
globes and online map systems users know to navigate by using mouse and keyboard
in a real-time interactive manner. However, especially due to the image-based ap-
proach, the WPVS++ inherently provides only non-real-time step-by-step navigation.
Assistant navigation techniques could compensate that drawback and allow a user to
interact with the image, e.g., by sketching a desired point of interest, which serves as
input of a GetCamera operation. The portrayal service automatically interprets this
navigation input, taking into account scene objects, their types, and their navigation
affordances, and computes and responds a camera specification, which can be used
for requesting the corresponding view.

3.8 Analysis Support

Measuring within a 3D view represents a main functionality used to retrieve information
about the spatial extent of features, their spatial relationships, and the overall spatial
layout of a 3D scene. Thus, the WPVS++ supports the measurement of distances,
paths, and areas. Path measurement computes the sum of the Euclidean distances
between the 3D positions derived from each pair of consecutive 2D pixel positions.
If only two 2D pixel positions are provided as input, the WPVS++ performs distance
measurement. Area measurement computes the area which is outlined by the input
points. In 3D, area measurement is not straight forward, as the derived 3D points are
not likely to be coplanar.

3.9 Interactive, Lightweight JavaScript Client API

Navigation capabilities mainly depend on the functionality of the clients that consume
the WPVS++. Simple clients can provide a step-by-step navigation based on request-
ing and displaying single views. For this, the additional GetPosition operation facilitates
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Figure 2: 3D view client (right) integrated with GoogleTMmaps (left). 2D and 3D visualization are
synchronized, i.e. navigation on the 2D map immediately updates the 3D view and vice versa.
The blue arrow indicates a navigation operation based on the WPVS++ GetPosition operation,
i.e. setting the point of camera and point of interest. (Data: Boston Redevelopment Authority)

an easy and targeted camera manipulation. Based on depth information, more com-
plex clients could apply, e.g., image-based rendering techniques for providing more
convenient and close to real-time visualization and navigation functionality [6].

As example of lightweight clients, a JavaScript client has been implemented, which
can be run in a web browser without additional plug-ins or libraries. It provides step-by-
step navigation such as moving left/right, tilting up/down, or rotating around the POC or
POI. Moreover, this client takes advantage of the GetPosition operation for retrieving 3D
coordinates for changing the virtual camera’s orientation and for implementing a “move
there and orient here” navigation. The GetFeatureInfo operation is used for retrieving
object information about features in the image. The GetMeasurement operation is
facilitated for allowing users to measure distances in the portrayed 3DGeoVE.

The 3D view client provides an API for positioning the virtual camera and for cor-
responding callback functionalities. So it can be easily embedded into existing appli-
cations such as web-portals. As an example the 3D view client has been integrated
with GoogleTMmaps (Figure 2), which allows for exploiting the functionalities of both 2D
maps and 3D views.

4 Sketch-Based 3D Navigation Techniques

Navigation represents the fundamental interaction technique in 3DGeoVEs as it en-
ables users to explore the 3D world and to interact with its objects. In web-based
3D portrayal services, efficient navigation techniques and strategies can help to in-
crease the interactivity of these applications: Smart navigation techniques could hide
the step-by-step image retrieval process and provide efficient navigation means, poten-
tially compensating the absence of real-time navigation capabilities, e.g., by preventing
“getting-lost” situations, confusing view configurations, or loss of visual context infor-
mation.

For the application with 3D city models, we developed a sketch-based navigation
technique [5]. This allows a user to sketch navigation commands by drawing gestures
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and object-related sketches on a 3D view. These sketches are processed, classified,
and interpreted by a navigation command system, which takes into account the sketch
class, its shape, the sketching speed, potential preceding sketches, and the seman-
tics and inherent navigation affordances of the scene objects affected by the drawings.
According to the current context, the interpreted sketches are mapped to camera ani-
mations, which are automatically performed by the navigation system. This approach
provides a higher-level navigation: A user is not forced to directly control the virtual
camera, e.g., by keyboard, but can maneuver by task- and object-related sketches.

Within a service-based system architecture, the sketch-based 3D navigation tech-
nique could be provided by the 3D portrayal service itself, i.e., integrated within a
WPVS++ and, e.g., provided by the proposed GetCamera operation. Alternatively,
the sketch processing and interpretation could be performed by an additional service,
e.g., an OGC Web Processing Service (WPS). In this case, the sketch interpretation
service would request image layers that provide thematic information about the image
such as object id images or category images.

5 Orchestration of Image-Based 3D Portrayal Services

A core concept of service-based systems represents the composition of distributed
functionality in a standardized manner. This enables the construction and flexible
adaption of complex and value-added systems and applications. With image-based
3D portrayal services, orchestration mainly refers to A) the combination of different 3D
views, B) the embedding of additional information into a 3D view, C) the altering of a 3D
view, or D) the computation of metrics (e.g., object visibility). For such functionalities,
the extended WPVS++ provides various sources for computation. Considering depth-
related image blending and combination, the depth layer represents a major resource
for image-based processing chains [2].

We demonstrated the applicability of such a service composition for the example
of 3D annotations, which represent essential elements to communicate textual and
symbolic information for cartographic maps and within 3DGeoVEs [7]. A number of
criteria, e.g., a clear correlation with the feature, the legibility of the annotation, and the
occlusion of other annotations or important image parts have to be considered. In our
approach and implementation, a composition client receives a color image and a depth
image from an extended WPVS and forwards them to a new Web View Annotation
Service (WVAS) along with a set of annotation descriptions and configurations. The
WVAS computes and overlays embedded textual annotations. WPVS++ interaction
extensions turned out to be essential for supporting such higher-level functionality. In
the case of 3D annotations, picking a 3D positions from the image is fundamental for
positioning the 3D annotations within the 3D view.

We showed, how two complementary 3D visualization techniques can be seam-
lessly combined by implementing these techniques by two independently designed,
implemented, and deployed web services; chained together, they form a higher-level
web service chain. The approach offers high degree of interoperability because the
individual web services do not need to exchange contents of 3DGeoVEs.
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6 Summary

This report provides a description of my research work during the past months and
gives an overall summary of my research work in the field of service-based, image-
based 3D portrayal. The contribution of my research work is in the field of interac-
tive, image-based visualization of complex, heterogeneous, and distributed geodata by
service-based 3DGeoVEs. By example I showed the feasibility of integrating such data
at the visualization level, I extended the concept of image-based 3D portrayal service
in a way that allows high interactivity, and I demonstrated the potentials of chaining
image-based 3D portrayal services. Ongoing work includes the standardization of the
interactive image-based 3D portrayal service as an OGC implementation specification;
the functionalities and the prototype implementation have been presented to the OGC,
a specification draft is currently prepared.
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Continuously improving possibilities for electronic communication have facilitated
a shift from co-located towards geographically distributed development teams. While
those virtual development teams combine the cumulative knowledge of their mem-
bers without the need for costly travels or relocations, they also have to cope with
the challenges that the mainly indirect communication implies. Problems within the
team structure or the communication behavior are much harder to recognize and
can jeopardize project success. Hence, project managers should be able to have an
overview about the communication patterns of their team during all, and especially
early, stages of the development process.

This report presents the extensions that have been applied to the d.store platform
in order to utilize it for capturing and analyzing the digital communication artifacts
created by the members of software development teams. Furthermore, a case study
is outlined that re-enacts a large scale development process during the course of a
university lecture. Thus, it provides extensive data about the digital communication
footprints of software developers that can be compared to analog observations to
reason about indicators for communication problems present within the digital traces.

1 Introduction

The digital footprint of developers is steadily increasing due to various reasons. First
of all, in geographically distributed teams (e.g., virtual development teams), elec-
tronic communication is often the fastest and most cost-effective way of communi-
cating with other team members. But even co-located teams are producing more
and more digital artifacts of their work because of modern collaborative applica-
tion lifecycle management (ALM) tools such as Trac, Codebeamer, or RedMine [9].
These tools aggregate the formerly widespread landscape of CASE-tools into single
applications. Thus, only one system needs to be set-up in order to provide function-
ality like bug tracking, wikis, or time management. However, some communication
aspects, like instant-messaging or email, are in most cases still covered by external
tools, even though some ALM solutions support those functionalities.

d.Store Platform In order to provide a unified representation of this heterogenous
data, the d.store platform has been developed [11]. It uses the Resource Description
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Framework (RDF) [2] and the Web Ontology Language Extension (OWL) [3] to de-
fine semantic descriptions of the underlying models along with all relations between
the model elements (e.g., the different relations a person can have to an email).
The semantic description of domain ontologies is quite beneficial, since it (1) allows
to easily extend the platform with support for new types of resources and (2) sim-
plifies the generation of meaningful queries on the data since the data models are
extensively described.

So far, the platform has been used for a post-hoc analysis of the digital communi-
cation of virtual design teams. Those studies have revealed patterns within the team
communication behavior that can be used to assess expected team performance in
the early stages of the examined projects and capture a variety of possible commu-
nication problems [10]. Accordingly, project managers might be able to intervene
as soon as such patterns become apparent and thereby help to improve the overall
project outcome. Additionally, side-projects have been started to further extend the
platform with means to visualize the gathered data or extend some of the artifacts
with information about their importance for the overall team communication.

The distinctive character of the evaluated projects has raised the question, whether
the observations and findings also hold true in other set-ups and team structures.
We have therefore extended the existing platform to capture digital artifacts that are
very common in software development processes and additionally set-up a mid-
sized software development project that serves as a case study. Those two mea-
sures help us to investigate the digital communication behavior of software develop-
ers and compare it to the patterns found for engineering design teams.

The remainder of this research report is structured as follows: Section 2 presents
related work in the field of project team communication analysis. Section 3 gives an
overview about our recent research activities and the extensions that have been
developed for the d.store platform. Section 4 presents the outline of an upcoming
case study, as well as other projects regarding the further improvement of the d.store
platform and concludes the report.

2 Related Work

The analysis of development team communication in the field of software engineer-
ing has been the topic of preceding research and development efforts.

Various collaborative application lifecycle management tools like the aforemen-
tioned Trac, RedMine, or CodeBeamer try to provide a single point of access for
developers and, additionally, allow basic queries on the data present within the sys-
tems. The amount of available datasources differs between those products, as does
the flexibility of the definition of queries on this data.

An approach that aggregates data from different data sources has been devel-
oped by Ohira et. al [6]. The Empirical Project Monitor relies on numerous feeder
applications that parse datasources like source code management systems, bug
trackers, or email archives. It provides a number of preset visualizations for this
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data. Additionally, an underlying communication model tries to detect flaws within
the collaboration behavior based on empirical studies.

Reiner [8] presented a proposal for a knowledge modeling framework that sup-
ports the collaboration of design teams. Communication information has been de-
duced from explicit interactions between members of a design team by a software
tool that he developed to provide a prototypical implementation for the proposed
framework.

While all those approaches are able to create the same views on the available
communication artifacts as our approach, the difference can be found within the rep-
resentation of the internal models. The semantically annotated models of the d.store
can be easily extended with new ontologies by adding the respective resource de-
scription to the application. Additionally, external services that parse the information
available in various sources can feed the d.store networks with new data. This also
allows to simply re-use existing resource definitions for the information from differ-
ent implementations of the same concepts (e.g., different wiki types). The afore-
mentioned implementations would require extensive adoptions of internal models to
achieve the same behavior and defining arbitrary queries on this data would require
knowledge about those internal data structures.

3 Recent Work

During the last six months, focus has been put on extensions to the d.store platform
that, in addition to the existing support for emails, wiki pages, and WebDAV folders,
allow for an investigation of team dynamics especially within software development
teams. As shown by the highlighted boxes in Figure 1, the platform now is able to
handle information retrieved from Subversion1 repositories (SVN), as well as wiki
pages and bug tracking information available within CodeBeamer - a solution for
collaborative application lifecycle management.

Both additions to the platform included the implementation of a so-called feeder
service that connects to the respective data source (i.e., the SVN repository and
the CodeBeamer Web Service interfaces) and generates a Javascript Simple Ob-
ject Notation (JSON) representation of the data. These JSON objects have to follow
the resource definition specified within Resource Definition Framework (RDF) docu-
ments that have been created for both conceptual models. The resulting ontologies
allow to incorporate the information into the team communication networks [11] cre-
ated by the d.store.

Using wiki, SVN, and email information from previous projects of the develop-
ment exercise of a software engineering lecture, it was tried to identify patterns
within those graphs that indicate strong or weak individual or team performances.
Since only little information regarding the roles of the team members and their dis-
tinct characteristics has been collected during this lecture, only weak indicators but
no statistically significant evidence could be derived that certain communication and

1http://subversion.org/
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Figure 1: Extensions to the d.store service-landscape.

source code management behavior is beneficial for the project outcome. An ex-

ample for such an indicator is the observation that team members with extreme

check-in behavior seem to be more easily remembered by the project tutors. Gener-

ally, students that were responsible for many commits were considered to be “heavy

performers”. Those with very few were sought to have “struggled” keeping up with

their team members.

While those factors might indicate that a certain person might be a good, or at

least diligent, programmer, other factors are also important for project success. Re-

cent studies indicate that the social network between the developers can be used

to predict project failures [5]. Hence, good programming skills of single persons

are no guarantee for an overall good team performance. To take this into account,

a case study with a closer resemblance of real life development processes and a

more structured observation process became necessary to provide the foundation

for meaningful data collection, analysis, and accordingly, hypotheses creation [4].

The outline of the examined project and the methods used for analyzing the com-

munication behavior of the project members is presented in the following section.

4 A Software Engineering Case Study

The implementation of the d.store extensions for SVN and CodeBeamer information

is the foundation for a case study that is performed during the upcoming winter

term. The purpose of this study is to determine whether indicators exist within the

collection of digital artifacts created by software developers, that are evidential for

individual team roles, performance of individual team members, or the performance

of the entire development team.
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4 A SOFTWARE ENGINEERING CASE STUDY

4.1 Project Outline

The focus of the study is the observation of the development teams of a software en-
gineering lecture during the project part of the course. The project goal is to develop
a basic enterprise resource planning (ERP) system for small to mid-sized compa-
nies in a joint effort by all approximately 80 participants. The students are guided by
both research assistants and senior students as tutors, but the main responsibility
for organizing the group work remains within their own field of duty.

The entire project is further subdivided into 13 smaller teams, each of which
is responsible for a certain set of requirements. The initial requirements given to
each team are not prioritized. Hence, the teams have to perform user research to
define the requirements that the target product has to fulfill. Furthermore, certain
requirements not only have an impact on single teams, but also effect multiple ones.
Thus, the teams not only need to coordinate the work within their owns teams, but
also have to ensure the interoperability of components developed by different teams.

The SCRUM process is chosen to be the basic framework guiding the collabo-
ration. A team of six “Product Owners” will be responsible for defining and priori-
tizing the requirements, as well as presenting them to the individual development
teams. Furthermore, the product owners are responsible for evaluating the progress
of the teams at the end of each development cycle - a so-called “Sprint”. Sprints
last 3 weeks and are synchronized between all sub-teams. Within the sprints, the
teams are required to have weekly meetings with the tutors to present recent de-
velopments, problems, and next steps. Delegates of the teams, so-called “SCRUM-
Masters”, conduct an additional weekly meeting to further coordinate the work of the
sub-teams by, for example, defining interfaces, discussing architectural decisions, or
communication guidelines.

The teams are provided with a Subversion repository for source code manage-
ment, global and team-internal mailing lists, and a CodeBeamer installation for fea-
ture tracking and wiki functionality.

4.2 Observation Process

In order to avoid distortion of the gathered data, the tutors are not granted access
to the unified data representation of the team communication networks and thus do
not have the possibility to perform queries on that data. They, however, have access
to all artifacts created by the students and would theoretically be able to deduce
all information that is stored within the d.store. However, as the amount of artifacts
grows over time, this process is supposed to become more and more complicated
and time-consuming. On the other hand, tutors get to know the members of the
teams they supervise and, accordingly, might search through the available data more
target-oriented.

As already mentioned, the tutors also have to log their impressions of the weekly
team meetings. These logs have to include observations about the student behavior,
e.g.:
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• Which are the team leaders?

• Which team member is responsible for which aspect of the project?

• How did the team perform during the last development cycle?

• Are there any obvious problems within the team itself?

• How is the communication between interdependent teams handled?

All information that is gathered during those meetings can later be used for a
detailed analysis of the information stored within the team communication networks
of the d.store to answer the following research questions:

• Do the team communication networks contain indicators for the observations
made by the tutors?

• Is it possible to determine patterns that indicate problems within the teams
before they are noticed by the tutors?

In addition to these observations, the students are requested to perform the Bel-
bin Team Role Inventory test [1] at the beginning of the project. This test assesses
how the individual team members presumably behave within the team environment
and what their alleged main characteristics are. Furthermore, the students are asked
to complete a survey at the end of the lecture where they evaluate the teamwork and
the support by the tutors. With this data, it is possible to analyze the d.store networks
with a focus on the following questions:

• Is it possible to deduce team communication network patterns that indicate
certain roles of team members?

• Which combinations of team roles might be beneficial for the project outcome
and how does this affect the team communication network?

4.3 Future Work

To further broaden the database for the evaluation of the platform as a project com-
munication analysis tool and not only focus on software development teams, the
investigation of the communication artifacts created during the engineering design
lecture that Uflacker et al. used for their initial research work will be continued,
as well. This lecture is a cooperation with the Stanford University and provides in-
sights into the collaboration of heterogenous, globally distributed engineering design
teams.

While the main objective during the upcoming months is the aforementioned data
analysis, further evolution of the d.store platform itself will also take place. The first
topic in this area is the performance of the application. The expected graph repre-
senting the development teams of the case study project is likely to reveal possible
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Figure 2: The d.store service-landscape.

performance bottlenecks in the storage of the networks in a relational database.

We will therefore evaluate different approaches for storing the team communication

networks in persistent storage spaces.

Furthermore, evaluating new services that utilize the data captured within the

d.store and, thus, help evolving the landscape for a manager’s dashboard (see Fig-

ure 2) will be a major topic for further research. This, for example, implies that new

ways to visualize the gathered data have to be found since the new ontologies have

different characteristics than the existing ones. While an approach to this problem

has been developed with the d.see application, its applicability to the new models

has yet to be determined.

Another aspects that has to be considered is the generation of queries. While the

existing SPARQL [7] interface provides a powerful mechanism to query for arbitrary

values, the long term target is the usage of the platform by project managers. To

achieve this goal, means have to be identified to use the semantic annotations of

the models to create d.query, a simple interface for the query creation that does not

rely on the authors to learn a distinctive query language but use natural language.
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Traditional development tools such as IDEs and debuggers only provide partial sup-
port for developers to cope with a large system’s complexity. Especially parallel execu-
tion poses a huge challenge for developers as it raises the system’s runtime complexity
by orders of magnitude. For example, synchronization has to be handled and each
execution thread has its own local stack and state.

This work at the HPI Research School aims at developing concepts and tools for
software visualization that help to cope with the complexity of such large software sys-
tems in various ways. Current research includes, but is not limited to, software visual-
ization for debugging performance issues caused by flawed synchronization of shared
memory access.

1 Motivation: Improve Productivity of the Software
Development Process

Large software systems, in particular service-oriented software systems, typically con-
sist of millions lines of code, are maintained over a long period of time and are de-
veloped by a large, diverse team. This poses an enormous challenge to developers in
several dimensions. For example, (1) the knowledge about the whole system is typically
distributed. That is, a single developer is no more able to memorize the complete sys-
tem structure with all its details. More precisely, each developer working on the system
typically has detailed knowledge about one or a few parts of the system and is roughly
aware of the big picture. (2) The dependencies between system components may not
be explicitly documented or visible. Dynamic binding due to polymorphism in object-
oriented software systems complicates this even further as the exact dependencies are
only visible at runtime. (3) Documentations and actual system implementations often
exhibit significant differences in practice. Hence, the only reliable information sources
are represented by the actual implementation artifacts, e.g., source codes and binaries.

As a consequence, creating a mental map of and understanding the internal depen-
dencies of such a large software system by “source code reading” is a complex and
time-consuming task for an individual. Locating bugs or identifying performance bot-
tlenecks, however, requires even more: the specific interaction between the system’s
actors has to be understood.

Concurrent execution introduces new classes of complexity. Among others, the
source code becomes more complex as synchronization must be handled, too. In
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addition to that, the complexity of the system’s runtime behavior typically rises with
each additional thread1 running in parallel. And third, a new class of bugs and perfor-
mance problems is introduced due to the possibility of parallel access to shared mem-
ory. When it comes to multithreaded or even distributed applications the complexity
of the conventional debugging workflow (i.e., debugger, breakpoints and step-by-step
execution) typically rises by orders of magnitude.

As software visualization is “the art and science of generating visual representa-
tions of various aspects of software and its development process” [1], it aims to “help
to comprehend software systems and to improve the productivity of the software de-
velopment process” [1]. A lot of research exists in the area of software visualization for
singlethreaded applications; however the visualization tools are typically incapable of
exploration or analysis of parallel executions. However, extending those singlethread vi-
sualization tools is neither always possible nor straightforward – just as singlethreaded
applications can not simply be switched to be multithreaded.

Software analysis tools, especially for parallel executions, are supposed to help
finding answers to questions like:

• “Why is the system’s execution in that part of the implementation so slow?”

• “What is going on in this parallel execution?”

• ‘Which code segments actually run in parallel?”

• “Where is forced sequential execution due to dependencies?”

Which visualization techniques actually do provide real benefit in answering those
type of questions is still unclear. In addition to that, each question/developer task may
require completely different visualization strategies. So there is probably no one-size-
fits-all visualization that is applicable to all kinds of issues introduced by parallel execu-
tion, and visualization needs to be tailored for each concrete task.

The remainder of this paper will focus on multithreaded software systems and per-
formance bugs caused by flawed synchronization between threads. The concepts are
intended to be applicable to service-oriented systems as well.

The paper is structured as follows: Chapter 2 outlines the peculiarities of debugging
concurrent executions. Chapter 3 discusses existing work, Chapter 4 briefly presents
a concept for software visualization of multithreaded applications using the example of
performance bugs. Chapter 5 outlines planned next steps for the research.

2 Locating Performance Bugs in Concurrent Execution

Performance bugs in concurrent executions with multiple threads that access shared
memory are typically caused by either an actually slow implementation or flawed syn-
chronization with respect to the shared memory access. Whereas the former cause

1Within this paper, the term thread is used to identify a separate execution with local storage and
stack. That is, the term thread is used for a separate execution within a process on a local machine or a
service on a separate machine.
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can be identified comparatively easy by means of, e.g., Call Stack Sampling (see Sec-
tion 3.1), the latter cause is hard to identify: most of the calls to the flawed code run as
fast as expected, but very few random calls are very slow.

Manually identifying the cause for very few outliers in a set of regular executions by
reading the source code is hardly possible and typically requires guesswork. Likewise,
examining such unintended behavior with a conventional debugger in concurrent ex-
ecutions is a hard task, because those concurrent paths have to be tracked mentally
and the separate execution states have to be considered. Furthermore, it’s typically not
possible to predict which of the executions of a specific piece of code will constitute it-
self as an outlier and so all executions of the respective code would have to be stepped
through manually. The lack of proper tool support again and again causes developers
to manually add debug output into the source code in order to manually track a sys-
tem’s runtime behavior and execution costs. Tedious subsequent manual analysis of
execution costs has to be done. Unfortunately, the very important and valuable original
execution context is lost in this kind of post-mortem analysis.

3 Related Work

3.1 Data Acquisition and Performance Analysis

With regard to data acquisition concerning runtime behavior of software systems, light-
weight techniques were introduced that aim to provide support for performance-related
tasks. Call Stack Profiling (e.g., [2]) is a technique that records an instrumented sys-
tem’s call stack at specific time intervals. This, in turn, permits to derive averaged
execution costs per function/method. Call Graph Profilers like gprof [2] introduced by
Graham et al. additionally provide callee/call site context and summed up execution
costs per callee/call site combination.

With regard to the above mentioned class of performance bugs (a few outliers in
a huge set of regulars), Call Stack Sampling and Call Graph Profiling provide only
average execution costs, so developers may notice a generally slowed execution of
this particular piece of code; they won’t be able to tell the slow outliers from the rest,
though. Consequently, other data acquisition techniques like that of instrumenting pro-
filers (e.g., PIN [7]), which are able to record Function Boundary Traces (FBT), are
better suited for the identification of outliers. As a consequence of recording the full
call history, time warping is possible during post-mortem analysis: the analyzed time
slot within the recorded trace can be selected freely and so time can be virtually turned
back. Developers are able to reconstruct the cause chain and context that lead to an
event or function call without having to trigger another system run.

3.2 Visualization Tools

As a matter of fact, the size of FBTs typically exceeds the size of sampled and/or
aggregated traces by orders of magnitude (e.g., several gigabytes of data) and so
FBTs are considered to be not human-readable - although they may be stored in plain
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text. Thus, FBTs need to be visualized in a way that allows developers to explore their
content efficiently.

ThreadScope, proposed by Wheeler and Thain [8], is a tool that is able to visualize
the execution of large, multithreaded applications in connected graphs. The graphs en-
able developers to visually identify bottlenecks in executions and possible deadlocks.
They also propose techniques to reduce graph size for specific developer tasks, e.g.,
filtering read-only access to memory. This simplifies identification of erroneous syn-
chronization that causes values to be overwritten unintentionally. However, their tool
does not feature essential navigation and visualization techniques to simplify the anal-
ysis. The graphs become very huge for typical logging durations and as such exploring
them in all is a tedious task again.

Zhao and Stasko present a tool to visualize multithreaded applications [9]. The
tool supports visualization of lock usage, execution history and a high-level view on
thread activity. However, it lacks a vital feature: users can analyze the activity of single
threads, but there is no synchronized multi-thread view which would permit to actually
examine parallel activities and their context.

ParaVision, a tool by Nutt et al. [5], provides multiple views on the runtime behavior
of parallelized systems. Unfortunately, the views do not scale for systems with a high
number of threads running in parallel and large executions traces.

4 Visualizing Function Boundary Traces of Multithreaded
Systems to Locate Performance Bugs

Mentally tracking multiple concurrent executions within a debugger is a complex, ex-
pensive and sometimes even close-to-impossible task. In this work, the approach is to
provide substantial support by means of visualization so that developers can track and
analyze those parallel executions with ease.

The concept bases on a single assumption: developers that want to locate per-
formance bugs typically have read the source code before and know where synchro-
nization objects (namely locks) are accessed. With this premise, the general concept
is as follows: each separate (chosen) thread of execution is visualized in a separate
graph, which permits to analyze each threads activity separately and in parallel. The
execution sequences are visualized using a stack depth based approach so that the
resulting graph is as small as possible. (see Figure 1). Time is mapped along the
x-axis of the visualization and stack depth along the y-axis. Calling relations between
functions are implicit, that is, if function foo calls bar, then bar is drawn below foo. Since
the whole graph exceeds a typical screen size, panning and zooming is implemented
so that developers can adjust the shown time frame according to their needs.

Overview maps enable quick navigation in the graph and provide additional orien-
tation within the visualized execution trace.
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Figure 1: The prototype tool showing a sequence cutout of two threads. On top,
overviews depict each threads activity and allow to directly navigate to sections of
interest.

5 Next Steps

5.1 Synchronized Navigation Across Thread Boundaries

Navigation within the visualized execution trace(s) has to be as intuitive as possible.
So synchronization between the separate thread views is a must - modifying the shown
time range in one of the views should also update the other views accordingly.

However, synchronization, in this case, is not trivial. Non-linear time mapping is
applied to execution times during import, because execution durations typically vary a
lot. Without time mapping, long lasting function/method executions would span multiple
screens whereas very short executions maybe only span a single pixel. As the current
implementation applies time mapping separately for each thread, there is no global
time that could be used for synchronization purposes. It would probably be desirable
to calculate such time mapping on-the-fly for the currently shown time slot across the
shown threads in order to ensure a consistent global time.
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Figure 2: An execution trace interpreted as b/w 2-dimensional raster image.

5.2 Evaluating Techniques to Identify Relevant Sections in Execu-
tion Traces

As a matter of fact, Function Boundary Traces usually describe thousands to millions
of sequential or parallel function executions. Depending on the purpose with which
the trace was recorded, the relevant sections therein may be only a small percentage
of the recorded data. So navigating to the relevant sections of the trace - where the
synchronization of the analyzed applications is handled - can be a tedious task. Hence,
the idea is to provide developers with pointers to the relevant time slots within such a
trace.

Kuhn and Greevy [4] propose to interpret execution traces as a signal in time and
introduce a visualization that enables recognition of stack depth rising and dropping.
Their assumption is that complex functionality typically causes large stacks to be cre-
ated at runtime. Consequently, their visualization is tailored for analyzing the complexity
of explicitly traced features.

Inspired by Kuhn and Greevy, we aim to evaluate similar interpretation of execu-
tion traces as a signal in time to identify outliers within the whole recorded execution.
More precise, the goal is to apply known image processing techniques to execution
traces. Image registration is commonly used to, e.g., determine land mass movements
in images generated by airborne microwave scanners. Land mass movements are
determined by calculating the correlation between two images and thus deriving the
relative shift between the two images. We aim to re-use this idea in order to identify
outliers caused by flawed synchronization.

An execution trace can be thought of as a 2-dimensional matrix (or even a b/w
2-dimensional raster image) having the dimensions (#funcs, #ticks). Whenever a func-
tion is active, the value of that cell/pixel is 1, otherwise 0 (see Figure 2). Using the
Discrete/Fast Fourier Transform (DFT/FFT) [6], it is possible to efficiently calculate fre-
quency representations of the recorded threads (see Figure 3). An almost regular
execution containing a single outlier will cause the frequency representation of thread
2 to contain two peaks: the highest peak representing the regular executions and a
lower peak representing the outlier. A virtually correct execution can be obtained by
asking the user to select a part of the execution which is correct, i.e., has acceptable
execution costs. The differences in the frequency representation of the flawed execu-
tion and the virtual execution with correct synchronization provides hints to the outliers.
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Figure 3: Example of time and frequency domain representations for an execution
trace.

The inverse fourier transform of a frequency spectrum containing only the differences
(outliers) will provide a virtual trace with repeating execution of the outlier. Superposing
this virtual trace on top of the recorded thread trace then enables developers to identify
the outliers within the actual thread traces.

Alternatively, data mining techniques could be applied; e.g., the Subgroup Discov-
ery Problem [3] describes a similar problem: a huge data set containing mostly regular
values and only several irregular values. The goal then is to identify the largest pos-
sible subset having different characteristics than all other elements (such as very few
irregular executions).

5.3 Further Applications of Frequency Spectra Analysis

Interpreting execution traces as a signal in time can probably be useful in tackling other
debugging problems, as well. For example, frequency domain comparison of two traces
of the same feature – one before introducing a bug and one afterwards – will give some
indication of the differences and thus likely help to find the bug in the proximity of the
differences.

Fall 2009 Workshop 20-7



Towards Visualization of Complex, Service-Based Software Systems

References

[1] Stefan Diehl. Software Visualization. Visualizing the Structure, Behaviour, and Evo-
lution of Software. Springer, Berlin, 2007.

[2] Susan L. Graham, Peter B. Kessler, and Marshall K. Mckusick. Gprof: A call graph
execution profiler. In SIGPLAN ’82: Proceedings of the 1982 SIGPLAN symposium
on Compiler construction, pages 120–126, New York, NY, USA, 1982. ACM.

[3] Willi Klösgen. Handbook of data mining and knowledge discovery. Oxford Univer-
sity Press, Inc., New York, NY, USA, 2002.

[4] Adrian Kuhn and Orla Greevy. Exploiting the analogy between traces and signal
processing. In ICSM ’06: Proceedings of the 22nd IEEE International Conference
on Software Maintenance, pages 320–329, Washington, DC, USA, 2006. IEEE
Computer Society.

[5] G.J. Nutt, A.J. Griff, J.E. Mankovich, and J.D. McWhirter. Extensible parallel pro-
gram performance visualization. Modeling, Analysis, and Simulation of Computer
Systems, International Symposium on, 0:205, 1995.

[6] Tao Pang. An Introduction to Computational Physics. Cambridge University Press,
New York, NY, USA, 1997.

[7] Vijay Janapa Reddi, Alex Settle, Daniel A. Connors, and Robert S. Cohn. Pin: a
binary instrumentation tool for computer architecture research and education. In
WCAE ’04: Proceedings of the 2004 workshop on Computer architecture educa-
tion, page 22, New York, NY, USA, 2004. ACM.

[8] Kyle Wheeler and Douglas Thain. Visualizing massively multithreaded applications
with threadscope. Concurrency and Computation: Practice and Experience, 2009.

[9] Qiang A. Zhao and John T. Stasko. Visualizing the execution of threads-based
parallel programs. Technical report, Georgia Institute of Technology, 1995.

20-8 Fall 2009 Workshop



Web Service Generation and Data
Quality Web Services

Tobias Vogel

tobias.vogel@hpi.uni-potsdam.de

1 Overview

My research on service-orientation during my first 5 month in the Research School was
twofold. In the first part, which was more practical, I examined how existing applica-
tions can be provided for service-oriented architectures. More concrete, I integrated a
service to wrap web applications into the PoSR framework which has been submitted
to the IEEE Services Cup.

Second, I investigated on the provisioning of data quality Web Services for dupli-
cate detection. I examined differences between traditional and service-oriented dupli-
cate detection and identified seven separate problem classes and their corresponding
properties.

2 Potsdam Service Repository (PoSR)

The joint PoSR project is a collaboration between the Business Process Technology
group and the Information Systems group at HPI. It serves as a showcase to investigate
on the benefits and usefulness of Web Service composition: existing Web Services
are found by a crawler or generated on top of existing web applications. References
for both, services and their meta data are stored in the repository where service re-
questers can search for appropriate services. Services can be graphically aggregated
to composite Web Services while at the same time user interfaces are automatically
created both for the single services and their compositions based on the discovered
WSDL descriptions.

My contribution was the web application wrapper where I developed a methodology
to semi-automatically generate Web Service (SOAP) interfaces for multi-stepped web
applications.

Online services, e.g., shopping sites or travel information sites gain their user input
via single or sequences of HTML forms. With this user provided information, web
pages are created dynamically, called the Deep Web. This interaction model works
well for interactions between humans and web applications. It is not feasible if computer
programs have to autonomously use the functionality offered by web applications, for
example to integrate web applications’ functionality as a business process in existing
landscapes. To allow this, it might be desired to obtain Web Service interfaces for this
functionality, however, in general, they are not offered. Thus, they can be generated by
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third parties on top of the existing, published web applications, which is possible with
the developed Generator.

The generated Web Services “use” the web applications on behalf of the user by
imitating the HTTP communication between the server and the user’s web browser, i.e.
sending appropriate sequences of HTTP requests to the web server. Figure 1 shows
how the wrapper integrates into the communication map between client and server and
thus, provides a SOAP interface for the web application. The particular communication
protocol, i.e. the sequence and characteristics of the respective HTTP calls, is imple-
mented in the Web Service. The following sections show how this knowledge is derived
from web applications.

Figure 1: The upper part of the figure shows the intended interaction with the web ap-
plication: a human user employing a web browser. Below, a wrapper s located between
the web application and the client, accepting SOAP calls and submitting correspond-
ing HTTP requests to the web server to imitate the upper behavior. Now, the web
application is accessible as a Web Service.

2.1 Web Application Model

Web applications are computer programs that use HTML pages as user interface. User
input is provided by HTML forms. Unlike traditional applications, web applications ex-
pose internal information, e.g., variable names or data types, in these forms. Further-
more, in multi-stepped web applications not all information are undisclosed in each
form; they might appear in one or another form only, instead. This can be illustrated in
a table (Figure 2) where columns are steps (or forms) and rows are the web applica-
tion’s variables which appear occasionally. This is called the web application’s model,
the set of all internal variables.

The Web Service caller needs a concise Web Service description with all the rel-
evant, use-case dependent input parameters which are normally submitted little by
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Figure 2: An web application’s model containing 6 model elements from 3 forms.

little when visiting the multi-stepped web application with a browser. The generated
Web Service takes these parameters and sends them to the web application. How-
ever, to function properly, also static, non-use-case dependent variables (e.g., hidden
variables) have to be submitted and thus are to be contained in the Web Service’s
implementation. The information needed for this is retrieved from the model.

The main challenge is to aggregate form elements appearing in different forms to
the same variable in the model. This can be achieved with the aforementioned exposed
information, illustrated in Listing 1.

42 . . .
43 < t r>
44 <td>
45 <label for= ” t e l f i e l d ”>
46 Tel :
47 < / label>
48 <input type= ” t e x t ” name= ” telephone ” value= ” 01234567 ”
49 id= ” t e l f i e l d ” class= ” a d d r e s s f i e l d ”
50 maxlength= ” 40 ”>
51 < / td>
52 <td>
53 I n s e r t your telephone number
54 < / td>
55 < / t r>
56 . . .

Listing 1: Example snippet from an address entry form
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Each element of a form has a name and a type (line 48) which are the core informa-
tion of any form element. Furthermore, there might be an initial value set when the form
is loaded. Additional meta information might be available. In the example, an id and
a class attribute are given (line 49). While these may already provide some hints for
a human user, better descriptions can be found as visible rendered text as in lines 46
and 53. These descriptions can be offered as labels (line 45 to 47) or as text in near
proximity (line 53) of the form element [5,8].

2.2 Form Element Matching

To wrap a web application, the relevant function has to be run through by a human
user, while the HTTP traffic is monitored by the Web Service generator and complete
forms as well as their form elements are analyzed. In each step, all new form elements
are tried to be matched to existing model elements, which have been found in previous
steps. The decision, whether or not to match these elements, is taken from a similarity
measure. All of the information mentioned in Section 2.1 is used to estimate this sim-
ilarity, however different weights are applied due to the different degree of uncertainty
in the attributes.

The most reliable attribute is the form element’s name, which is unlikely to change
over different forms. Descriptive information (surrounding text, class attributes, etc.)
might not be unique to this form element. This is why it adds a lower contribution to
the overall similarity measure. The values of sent and received form elements provide
the third contribution. In my experiments, I chose 1.0/0.75/0.5 for the previous weights
(in the same order). I further applied a threshold of 0.6 to relaxate the matching, so
that not every form element is forcefully matched to an existing model element, but new
model elements can be created (Figure 3, compare to Figure 2 in step 3).

The Web Service is provided with the full model as well as the information, when
to send which form with which model elements. The actual values are read from the
Web-Service-invoking SOAP message. To allow the Web Service caller to provide
meaningful data, the model element data is also used to create a WSDL file containing
the descriptions, default values, types, etc. for all user-definable (i.e., non-hidden, non-
disabled) model elements.

2.3 Outcome

The approach successfully matches corresponding form elements to model elements.
With this, it is possible, to create single-call Web Services on the basis of multi-stepped
web applications. However, the current prototypical implementation does not work on
every existing web application, because, for example, the generated Web Services are
incapable to execute JavaScripts, understand HTTPS or solve CAPTCHAs, etc. I doc-
umented the final outcome in a paper [7] which has been presented on the Workshop
on Engineering Service-Oriented Applications (WESOA) in November 2009.
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Figure 3: Matching algorithm during step 3. The left part shows five already known
model elements (MA to ME) on the top and four form elements (F1 to F4) discovered
in this step. The lines between them illustrate the similarity regarding to the three
different similarity metrics. The table on the right shows the summed up similarities
between any possible pair. Shaded cells constitute that this form element is regarded
as being a representative of the corresponding model element and thus, is aggregated
to it. Similarities below the threshold are ignored. MC and MD are not matched and
therefore do not present any form elements in this step. F4 could also not be matched
and thus, constitutes an own, new model element.

3 Data Quality Web Services

Data quality plays an important role for entrepreneurial success. However, many com-
panies do not care about the data quality in their ERP or CRM systems, as recent
studies show1. Several measures can be driven to increase data quality, e.g., data
normalization, duplicate detection, data fusion, etc.

In my research, I concentrate on the detection of duplicates. Traditional duplicate
detection employs well-established algorithms and heuristics, which—in short—search
through a database and estimate the similarity of pairs of tuples based on data type,
value, and additional information to identify these pairs as possible duplicates. How-
ever, sometimes the amount of available information is restricted: the schema might
not be up-to-date, the mapping is unclear, privacy issues prevent full access on all the
data, etc.

Thus, the research question is, which information can be left out while still achiev-
ing appropriate results. In other words: which information is essential for a duplicate
detection process and which information has to be inferred from the data.

Web Services share many characteristics with the restrictions mentioned before.

1http://www.pbinsight.com/about/newsroom/press-releases/detail/3390_
data-quality-study-reveals-businesses-still-face-significant-challenges/
http://www.gartner.com/it/page.jsp?id=589207
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Usually, they do not have access to the full amount of data and rely on the provided
input information, generally available information, and/or other Web Services. They are
invoked on-demand with exactly the information that is to be decided about, e.g., if only
a small number of items has to be tested for similarity in an ad-hoc manner. Further,
they provide a clearly specified functionality while remaining as general as possible to
ensure a broad number of possible service requesters. These properties turn Web
Services into the ideal foundation for evaluating duplicate detection algorithms with the
limitations described above.

There are a number of providers and registries for data quality Web Services2.
They provide services for data alignment (e.g., format telephone numbers properly),
data completion (e.g., add postcodes to cities), or data verification (e.g., check ISBNs
against book titles). However, there are no Web Services for duplicate detection.

3.1 Comparison Between Traditional and Service-Oriented Dupli-
cate Detection

Traditional duplicate detection algorithms operate on whole databases and have rela-
tively fast access to all tuples, which allows them to drive statistical analysis on this
data, e.g., the distribution of values in specific columns or the detection of key con-
straints. These algorithms further base their similarity measure on the table’s data
types. This makes it possible to compare telephone numbers differently from names
of persons. Also attribute names provide useful information, because similar family
names are more significant than matching first names, for example. Furthermore, tra-
ditional algorithms are provided with a mapping between the schemas of two data items
to compare. Finally, the attributes of the items are distinguishable.

In contrast, duplicate detection Web Services would only operate on the provided
values as they do not access the Web Service requester’s data storage. They might not
have data type information, since they are only provided with attributes and their values
which are deserialized as strings. Further, also the attribute names might be missing
and thus, only lists of values would be provided. The mapping can be given (e.g., by the
order of the attributes) but might also be unknown (or the order is insignificant). Finally,
even field separators might be missing, e.g., when two pieces of textual information are
compared.

To sum up, there are four different pieces of information which might or might not
be available:

1. Field separators

2. Mapping

3. Attribute names

4. Data types
2http://www.strikeiron.com/,

http://www.xmethods.net/,
http://www.webservicex.net/
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Calculative, this results in 24 = 16 different combinations. However, further exam-
ination has shown that only seven combinations are possible or practically relevant,
respectively.

3.2 Classes of Different Duplicate Detection Problems

Figure 4: Seven different classes of duplicate detection are illustrated in a decision
tree. Left means “available”, right means “not available”.

The four decisions are resulting in seven classes of duplicate detection problems,
depicted in Figure 4. They are briefly characterized in the following.

1. Availability of separators, mapping, attribute names, and data types: this is most
similar to the traditional duplicate detection task. However, only few tuples are
available in this case, already.

2. Availability of separators, mapping, and attribute names: data type information is
missing. This can be the case when the input is provided in JSON format, for
example. The mapping is derived from the attribute names or the order of the
attributes. Data type information has to be inferred to be used for the similarity
estimation.

3. Availability of separators and mapping: attribute names are missing. Thus, only
lists of values can be provided while the mapping might be specified by the or-
der of the items in the list, for example. To apply corresponding algorithms, the
attributes have to be classified. The better this classification works, the more
tailored algorithms can be used.
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4.-6. These cases are the same as the corresponding classes with a mapping, however
a schema matching process has to precede the detection of duplicates.

7. Here, no further information is available. This might be the case for semi- or un-
structured documents such as HTML or RTF files.

Missing branches are irrelevant oder impossible cases, e.g., having no separators
between the attributes, but having data types for them is an example for an impossible
case.

There are two strategies to do duplicate detection within these different classes.
First, the missing information can be tried to be inferred, so that the problem can be
shifted in or towards easier classes which work with more information. Second, simi-
larity measures have to be applied within the original problem classes.

3.3 Related Work

The different classes are already in focus of ongoing research, separately. For exam-
ple, duplicate detection in XML structures [9] is examined by Weis et al.

Research in duplicate detection for unstructured or semi-structured texts is often
applied in plagiarism detection systems as MOSS3 (Schleimer et al. [6]) or YAP3
(Wise [11]).

Navarro [4], Winkler [10], and Elmagarmid et al. [1] give surveys on existing string
comparison algorithms, based on edit distances as for example the Levenshtein Dis-
tance [3] and outline the specific usefulness for the corresponding values.

4 Next Steps

Further examination within the data quality area will answer the questions

• which pieces of information have to be inferred to handle class-specific problems,

• whether training data provided with a Web Service call supports the result quality,
and

• whether tuples of different classes are comparable.

Further, data and a prototype have to be defined and implemented for being able to
evaluate the results of different approaches in the diverse classes.

4.1 Publications

Concerning the first part of my research, I submitted a paper to the Fifth International
Workshop on Engineering Service-Oriented Applications, taking place in Stockholm,
November 2009.

Mohammed and I successfully submitted the joint work on PoSR to the IEEE Ser-
vices Cup 2009 on the International Conference on Web Services 2009 [2].

3http://theory.stanford.edu/~aiken/moss/
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In the last years innovations in the automotive domain have more and more been
realized by software leading to a dramatically increased complexity of such systems.
Additionally automotive systems have to be flexible and robust, e.g., to be able to deal
with failures of sensors, actuators or other constituents of an automotive system. One
possibility to achieve robustness and flexibility in automotive systems is the usage of
reconfiguration capabilities. However, adding such capabilities introduces even higher
degree of complexity. To avoid this drawback we propose to integrate reconfigura-
tion capabilities into AUTOSAR, an existing framework supporting the management of
such complex system at the architectural level. Elaborated and expensive tools and
toolchains assist during the development of automotive systems. Hence we present
how our reconfiguration solution has been seamlessly integrated into such a toolchain.

1 Introduction

Today most innovations in the automotive domain are realized by software. This results
in a dramatically increasing complexity of the developed software systems1. The ob-
jective of the AUTOSAR framework is to deal with this complexity at the architectural
level. Additionally these systems need to deal with diverse situations concerning the
context in which the software is operating. Such systems and especially the software,
which is realizing essential functionalities of the overall system, need to be flexible to
react on changes of its context. Regardless if such a system need to react on failures
or on other contextual situations2, flexibility and robustness plays an important role in
today’s automotive applications.

Reconfiguration is one possibility to facilitate the flexibility and robustness of such
systems. There exist different possibilities to realize reconfiguration within automotive
software. One is to realize reconfiguration mechanisms at the functional level. Because
the AUTOSAR framework primarily provides mechanisms to deal with the complexity
at the architectural level also the reconfiguration aspects should be available at the
same level. Because deriving architectural information from the functional level could
be difficult or even impossible we propose to specify reconfiguration aspects at the

1The complexity concerning the size of the developed software, the functionality realized by the soft-
ware system and so on.

2An example for such a situation, which is not related to a failure is in case the car is connected to
diagnostic devices.
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architectural level and to automatically derive the needed functionality based on the
architectural information.

Further in a typical development scenario one has to deal with black-box compo-
nents provided by third parties and elaborated information about the included function-
ality is not available, what also hampers the management of reconfiguration aspects
at the functional level. Another possible solution is to introduce a new approach inher-
ently facilitating reconfiguration aspects in the context of automotive systems. Today
standard methods and tools already exist for supporting the development process of
AUTOSAR. Because adapting existing tools or developing new once is very costly the
propagation of such a new approach would be hardly suitable in practice. Summarizing
we have identified the need for an development approach that is able to provide recon-
figuration capabilities at the architectural level, can be seamlessly integrated into an
exiting development solution and can also include third party components into the re-
configurable architecture. In this work we show how reconfiguration capabilities, which
are currently not included in the existing AUTOSAR approach can be supported at
the architectural level without degrading existing development solutions, tools or the
standard itself. We further show how the needed functionality for realizing the recon-
figuration logic can be automatically generated based on the architectural information
describing the reconfiguration. The used application example for our evaluation is re-
lated to the field of fault tolerant systems and from our perspective such systems are
one possible field to which reconfiguration like discussed in the remainder of this work
can be applied.

The remainder of this paper is organized as follows. In Section 2 we briefly introduce
the existing toolchain, which builds the technological foundation for our investigation
concerning the developed extension for on-line reconfiguration within the AUTOSAR
framework. Subsequently in Section 3 we show how such a system is usually modeled
with the given tools and how the additional reconfiguration aspects could be formu-
lated based on the input/output of the existing toolchain. In Section 4 we show how
these created additional reconfiguration aspects are automatically merged back into
the original architecture and how the merged result fits into the existing tools without
discarding or degrading parts of the original toolchain. Finally we give short discussion
concerning the current results of our work in Section 6.

2 Existing Development Approach

For the development of embedded systems – especially in the automotive domain –
several tools exist that provide capabilities for model-based development of such sys-
tems. Tools used by companies typically are mature, provide reliable and optimized
code generation mechanisms and are as expensive as complex. Hence, any tech-
nique that claims being usable in the domain of embedded / automotive systems must
be integrated into the existing toolchain. We will use this section to exemplary describe
a toolchain, which might be used in the context of the AUTOSAR domain specific lan-
guage.
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2 EXISTING DEVELOPMENT APPROACH

2.1 AUTOSAR

The AUtomotive Open System ARchitecture (AUTOSAR) is a framework for the de-
velopment of complex electronic automotive systems. AUTOSAR provides a layered
software architecture consisting of the Application layer, the Runtime Environment and
the Basic Software layer. Figure 13 shows the different layer of the architecture. The
Basic Software layer provides services concerning HW access, communication and
Operating System (OS) functionality (cf. [1]). The Basic Software provides several in-
terfaces in a standardized form to allow the interaction between the Basic Software
layer and the application layer routed through the Runtime Environment. The Runtime
Environment handles the communication between different constituents of the appli-
cation layer and between the application layer and the Basic Software layer (e.g., for
accessing Hardware via the Basic Software, cf. [2]). The Application layer consists
of Software Components, which can be hierarchically structured and composed to so
called Compositions. Software Components and Compositions can have ports and
these ports can be connected via Connectors (see [3] for more details). The real com-
munication is realized through the Runtime Environment in case of local communication
between Software Components (Compositions) on the same node (Electronic Control
Unit) or through the Runtime Environment in combination with the Basic Software in
case of communication between different nodes.

The main focus of AUTOSAR is the modeling of architectural aspects and of struc-
tural aspects. The behavior modeling (e.g., needed control functionality for reading
sensor values and setting actuators) is not the main focus of the AUTOSAR frame-
work. For modeling such behavior existing approaches and tools can be integrated
into the development process of AUTOSAR. One commonly used tool for the model
based development of behavior is MATLAB/Simulink (like described in Section 2.2).
For executing such functionality AUTOSAR provides the concept of Runnables, which
are added as a part of the internal behavior of a Software Component. Developed
functionality could be mapped to Runnables and these Runnables are mapped to OS
tasks. Additionally events can be used to decide inside an OS task if specific runnables
are executed at runtime (e.g., runnables could be triggered by events if new data has
been received via a port of the surrounding Software Component). For more details
about the OS provided by the AUTOSAR framework see [4].

Once the modeling and configuration is done, in the current release version of AU-
TOSAR4 changes at run-time concerning the structure of the application layer (e.g.,
restructuring connectors) are not facilitated by the framework.

2.2 Existing Toolchain

The scheme in Figure 2(a) shows one possible toolchain for the development of AU-
TOSAR systems. Rectangles with rounded corners represent programs, rectangles
with cogwheels stand for processes. The arrows indicate exchange of documents, the
type of the document (i.e. models, C-code or parameters) is annotated to the arrows.

3Picture taken from http://www.autosar.org/gfx/media pictures/AUTOSAR-components-and-inte.jpg.
4Release 3.1
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Figure 1: The AUTOSAR layered architecture

The system’s architecture (i.e. components, ports and connectors) is modeled in Sys-
temDesk5. Together with the architecture SystemDesk also supports the modeling of
the system’s deployment to several ECUs. The components behavior is specified us-
ing Matlab with the extension Simulink. For Matlab/Simulink (ML/SL) special AUTOSAR
block sets exist, which allow the import of components specified in SystemDesk into
Matlab and following the development of the component’s functionality.

Further SystemDesk supports the generation of optimized C-Code, which con-
forms to the AUTOSAR standard concerning the Runtime Environment (cf. Subsec-
tion 2.1). Together with the C implementation of the software components modeled in
SystemDesk the generated output also contains a configuration for the basic software
layer. This layer is generated from specialized tools (e.g. Tresos by ElectroBit, abbre-
viated as BSW-C/G in Figure 2) and is specific to the system modeled in SystemDesk
and the available hardware.

At the integration step a build environment compiles the generated C-Code and
builds the software running on each ECU.

2.3 Evaluation Example

The used application example for showing the reconfiguration capabilities that are sup-
plemented to the existing AUTOSAR framework in our approach is the reconfiguration
of a set of adjacent aligned distance sensors. The discussed evaluation example allows
reacting on sensor failures in the manner that the failure of individual sensor instances
is compensated.6

Such adjacent aligned sensors are commonly used in a modern car, e.g., in case
of a parking distance control. Such a parking distance control uses sensors (e.g.,
ultrasonic sensors) embedded in the front or rear bumper for measuring the distance
to nearby obstacles.

5http://www.dspace.de
6For our application example we assume that a sensor failure can be observed at the level of Software

Components.
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3 MODELING RECONFIGURATION

(a) Exemplary toolchain for development with AUTOSAR

(b) Tool chain for modeling reconfigurable AUTOSAR architectures

Figure 2: The current and the extended toolchain for the development with AUTOSAR

Additionally in Section 5 we discuss the evaluation results of experiments we have
made on an evaluation platform using the techniques described in Section 3.

3 Modeling Reconfiguration

In order to make an AUTOSAR system architecture reconfigurable, some additional
concepts are needed. The toolchain needs to be extended in a certain way that exten-
sions do not make the existing toolchain invalid. From our perspective the best way is
to integrate an optional tool that can be plugged into the existing toolchain.

3.1 Extended Toolchain

Our modeling approach is currently restricted to the modeling of AUTOSAR software
architectures. The toolchain in Figure 2(b) shows our approach of extending the exist-
ing toolchain by another tool without degrading existing ones. By using this proposal
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the developer is free to choose, whether he wants to use our given enhancement or
not. He can either model an architecture, that does not provide any reconfiguration or
he can use our tool in addition and empower himself to specify and realize reconfig-
uration aspects. The advantages are obvious: better control and overview due to the
diagrammatic depiction.

3.1.1 SystemDesk

SystemDesk is a tool provided by dSPACE7 supporting the modeling of AUTOSAR con-
form systems. Among other things it supports the modeling of the AUTOSAR HW and
SW architectures. For modeling the SW architecture Software Components, compo-
sitions as well as ports, interfaces and connectors are provided as modeling artifacts.
These artifacts can be used to describe the architectural aspects of a concrete SW
architecture for a specific system like shown in Figure 3.8 Besides modeling the archi-
tecture in SystemDesk, the tool also allows the linking of the Software Components to
their behavior, written in C-Code or given in form of MATLAB/Simulink models.

Additionally the HW architecture including the used types of ECUs (Electronic Con-
trol Unit), the deployment of Software Components to these ECUs as well as additional
information concerning the configuration (e.g., configuration concerning communica-
tion and the OS) can be specified. Based on this information SystemDesk automati-
cally generates code, which can be compiled for the specified platform. Besides the
code for the application layer SystemDesk also generates source code realizing the
Runtime Environment functionality.

Figure 3 shows the relevant part of the SW architecture concerning our applica-
tion example modeled in SystemDesk. Like depicted on the right side of Figure 3 the
composition consists of four Software Components representing the distance sensors9

connected to another composition SensorLogic evaluating the sensor values to a single
value provided by the port ShowDistanceOut.10

The above mentioned elements (Software Components, ports and connectors) are
used to describe the software when no reconfiguration is intended. Some additional
elements shown in Figure 3 are described in more detail in the following section. These
elements (Interpolation, Reconfiguration and the unused ports of the sensors) are used
later to realize the reconfiguration functionality.

7www.dspace.de
8For the realization of control functionality other constituents can be imported into SystemDesk, e.g.

in form of C-Code or Matlab/Simulink models, to realize the implementation of internal behavior of Soft-
ware Components.

9The ports accessing the HW via the Runtime Environment and Basic Software are not shown here
because they are not object of reconfiguration.

10To allow a better understanding SensorLogic calculates a single output value based on the different
input values. Potentially also several output values can be computed.
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Figure 3: Configuration in SystemDesk

3.1.2 dTool

The usual modeling procedure is not altered until the modeling in SystemDesk11 is ini-
tially done like described above. After the model from SystemDesk is exported in form
of an XML file12 and loaded into the dTool the constituents concerning the reconfigura-
tion could be specified. Using the dTool we are now able to model two different aspects,
relevant for the reconfiguration. On the one hand our tool allows creating new config-
urations, which differ from the initial one. Such differences are alternative connections
(in form of connectors) between components and/or compositions. Which parts of the
architecture are relevant concerning reconfiguration is indicated by the Software Com-
ponent Reconfiguration included in the original SystemDesk model. Alternatively the
dTool allows to manually choosing relevant parts of the imported architecture. On the
other hand our dTool allows to model an automaton, which specifies how to switch
between the modeled configurations.

Figure 4 depicts the configuration (modeled in the dTool) associated with the state
that sensor two is broken. In the shown configuration the value of the port DistanceOut
from the broken sensor Sensor 2 is not available. Consequently the value sent to the
port Distance 2 In of the composition SensorLogic is interpolated from the to sensor
values of the first and the third sensor via the additional composition Interpolation.

Figure 3.1.2 shows the configuration associated with the state that sensor four is
broken and the value sent to the port Distance 3 In of the composition SensorLogic is
interpolated based on the sensor values of the second and the fourth sensor.

The composition Interpolation used here provides some functionality for interpolat-
ing two different sensor values. This functionality has been added specifically for our

11http://www.dspace.de/ww/en/ltd/home/products/sw/system architecture software/systemdesk.cfm
12The AUTOSAR framework specifies XML-Schemes for exchanging AUTOSAR models in a standard-

ized form.
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Figure 4: Configuration in case Sensor 2 is broken

application example.13 This interpolation functionality is used to approximate the value
of a broken sensor based on the values of two adjacent sensors. It is potentially possi-
ble to integrate this functionality into an existing Software Component, but for a better
understanding, we decided to introduce a new Software Component for this purpose.

The second part, which could be modeled in the dTool relevant for the reconfigu-
ration is the automaton shown in Figure 6 specifying how to switch between different
configurations. The automaton consist of the initial state initial, where all four sen-
sors work correctly, the state sensor2broke where the second sensor is broken, the
state sensor3broke where the third sensor is broken and state allfail where the first
or the fourth sensor or more than one sensor is broken. Transitions between these
states specify which reconfiguration is applied at runtime. The transitions are further
augmented with guards. These guards are expressions over the values provided by
components within the reconfigurable composition, which provide information relevant
for the reconfiguration (in our case these information are provided via the Status-ports
of the four Sensor-Software Components). An example for such a guard is shown at
the transition from state initial to state sensor2broke requiring that the status port of
the Software Component Sensor 2 provides the value 0 (indicating a broken sensor).

For the application example we assume that such status ports of the Software Com-
ponents representing the sensors exist as we otherwise were not able to observe each
sensors’ status.14

13In our application example this functionality has been realized using Matlab/Simulink.
14Alternatively an observer could be realized in form of an additional Software Component evaluating
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5 EVALUATION RESULTS

Figure 5: Configuration in case Sensor 3 is broken

4 Merge

In its current version the AUTOSAR standard does not support reconfiguration as a
first class modeling element. Thus, SystemDesk also does not support modeling of
diagrams that represent different variations of one composition. Hence the direct import
of the reconfiguration, we have modeled in the dTool, is impossible. Nevertheless we
want to make use of SystemDesk’s elaborated and AUTOSAR standard conform code
generation capabilities. We had to find a way to translate the reconfiguration behavior
into a SystemDesk/AUTOSAR model. This is done by merging all configurations to
one final model. In the final model, the reconfiguration logic will be encapsulated by
two components, the RoutingComponent and the StateManager. A detailed description
of the merge process can be found in [5].

5 Evaluation Results

The above described approach for the modeling and realization of reconfiguration as-
pects has been evaluated within a project arranged at Hasso-Plattner-Institute in col-
laboration with the dSPACE GmbH.

the sensor values over time and providing the status ports. If the measured values of consecutive points
in time repeatedly have improper values (too big differences) a malfunction can be deduced.
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Figure 6: Reconfiguration automaton in the dTool

As an evaluation platform for the shown approach the Robotino robot15 has been
used, which provides an open platform for running C/C++ programs (among others) on
a Real-Time Operating System (RTOS). The RTOS is provided in form of RTAI16, which
is a real-time extension for the Linux operating system. To be able to evaluate the de-
veloped concepts on this platform an execution environment has been realized based
on the existing RTAI Linux, which allows to compile and execute the outcome of the
above described extended toolchain including the resulting parts of the reconfiguration
functionality.

The robot provides nine distance sensors uniformly distributed around its chassis.
In the context of our evaluation experiments we modeled the reconfiguration of distance
sensors accordingly to the above used evaluation example using nine instead of four
sensors.17

The generated source code of the different tools has been compiled and executed
on the platform to show the applicability of our approach. In addition we analyzed
the overhead resulting from the reconfiguration functionality added by our approach in
comparison to the original functionality without any reconfiguration capabilities. For this
purpose we measured the execution time of the generated reconfiguration automaton
included in the added StateManager in combination with the parts resulting from the
routing functionality realized in the additional RoutingComponent.

In case of the nine sensors provided by the robot we measured execution times
of the relevant parts concerning the reconfiguration functionality between 20 and 100
microseconds depending on the type of reconfiguration (react on the defect of one or
several sensors at the same point in time). The tests have been realized on the equiva-
lent execution platform on which the real functionality has been executed when running
the application example on the robot.18 While the robot provides a more powerful pro-
cessor like it is the case for the most Electronic-Control-Units (ECUs) used within a
modern car, even by using a platform or processor, which has only a tenth of the com-

15http://www.festo-didactic.com/int-en/news/learning-with-robots.htm
16For more details see https://www.rtai.org.
17For a better understanding we decided to only show four sensors in the previous sections.
18The robot is equipped with 300 MHz processor.
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putation power we will not reach an overhead concerning the reconfiguration leading
to an execution time much greater than one millisecond.

6 Conclusion

In this paper we have presented an approach to extend AUTOSAR architectures with
reconfiguration capabilities. The approach fits into existing toolchains for the devel-
opment of AUTOSAR systems and allows reusing tools, which where currently used.
The overhead added to the resulting reconfigurable architecture has been shown to
be minimal but the developer rewards an easier development of reconfiguration logic,
which otherwise has to be done manually at the functional / implementation level. We
have successfully shown that it is possible to use high-level architectural modeling tech-
niques without generating massive run-time overhead.

Although our approach has only been evaluated in the context of AUTOSAR it
should be applicable to almost any component based development approach.

For the future we plan to also support the reconfiguration of distributed composi-
tions. From an architectural point of view a distributed composition does not differ from
a local one, as AUTOSAR completely hides the communication details in the Runtime
Environment-layer from perspective of the application layer. Anyway, a distributed sce-
nario contains enough challenges such as timing delays, Basic Software configuration,
deployment decisions concerning RoutingComponents, just to name a few. Further
the high-level architectural modeling we have introduced in this paper also allows the
verification of the modeled systems. First attempts in these directions have been very
promising and we are looking forward to look into the details.
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